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ABSTRACT 

 

Cryptography is where security engineering meets mathematics. Modern 

cryptographic techniques have multiple applications, like access control, for electronic 

money transfers, for copyright protection as well as digitally sign documents. Since the 

usages are highly vital, users need to check the efficiency of the cryptographic techniques. 

Basically cryptography can be classified in two ways to make a stronger cipher— the stream 

cipher and the block cipher. In the former, one makes the encryption rule depend on a 

plaintext symbol’s position in the stream of plaintext symbols, while in the latter one 

encrypts several plaintext symbols at once in a block. Advanced Encryption Standard (AES) 

is a block symmetric cipher. With the exponential increase in processor’s speed, methods 

used to implement data security become more vital. Until the year 2000, Data Encryption 

Standard (DES) was the best cryptographic algorithm available. But with the advent of new 

technologies penetration through the secured walls was possible. High processor speeds 

assisted in vexing every possible key to break the best secured algorithm by that time. AES 

can be implemented in software, hardware, and firmware. The implementation can use table 

lookup process or routines that use a well-defined algebraic structure. AES 128 bit variant 

has been thoroughly analyzed using MATLAB. This core was designed with VHDL in a 

pipelined architecture and implemented in FPGAs whose results have been shown in this 

work. Through several simulation results and researches AES certainly proves to be more 

secured in comparison to other algorithms one of the reasons being its larger key size. It is 

even defiant against Side Channel Attacks such as DPA. Numerous tests have failed to do 

statistical analysis of the ciphertext. In this work, to protect FPGAs from DPA attacks the 

problem of randomized execution in a loop has been comparatively analysed. A few 

algorithms to randomize the implementation in a loop has been proposed. Algorithm RO, 

INRO and AINRO relate to the state where all task nodes in a DFG charge similar volume 

of time in the execution. This AES 128 core is designed and developed for power analysis in 

ASIC implementation and the corresponding results are reported. 
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Chapter-1 

1.INTRODUCTION 

1.1 INTRODUCTION 

Cryptography is where security engineering meets mathematics.  It is a key technology in 

electronic security systems. Modern cryptographic techniques have multiple applications, 

like for access control, for electronic money transfers, for copyright protection as well as to 

digitally sign documents. Since the usages are highly vital, users need to check the 

efficiency of the cryptographic techniques [1]. 

In similarity to a case where a doctor needs to recognise physiology as well as surgery, 

such is the case of a security engineer who needs to be acquainted with cryptology as well 

as computer security. This chapter is intended for people without any preparation in 

cryptology; cryptologists will treasure few in it that they don’t previously know.  

1.2 HISTORICAL BACKGROUND 

The word cryptography comes out of a Greek word kryptos (meaning hidden) and graphein 

(writing) [2]. In fact the initial way of cryptography was a simple scripting of a message, as 

very few people could read. Cryptography in earlier times was converting messages to 

some set of figures to prevent messages from being accessed by unauthorized individual 

while being carried from one place to another. In recent times, the message confidentiality 
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includes complex structures to enhance its security which may comprise of sender/receiver 

characterize authentication, message integrity checking and (New World, 2007) digital 

signatures. 

From Stone Age period, when humans started creating civilization, they cultivated 

inclination towards secret messages to hide information from being shared, hence forth 

started secrecy, rank violence and crowd manipulation. In 1900 B.C., hieroglyphs were 

used by Egyptians to hide messages [3]. Idea behind it, as Greek mentioned it, was as such 

that messages would be written in a scrolled up tape, wrapped up in a stick.  Once unrolled 

the message would be of no meaning, but at the receiver’s end a stick of similar diameter 

would be used to decipher the meaningful message. Caesar Shift Cipher, a cryptography 

method by the Romans, used the concept of letter shifting (generally three shifts) and the 

receivers would decipher the letter by shifting the letters as decided by them [4].  

One of the best example of a Monoalphabetic Cipher is this Caesar Shift Cipher. A way of 

breaking this cipher is just a thorough hit and trial method of recovering the substituted 

text. An alternate way to break this cipher is by frequency analysis, recognised as the 

Arabs circa 1000 C.E. (New World, 2007), with the idea that some letters like “e” are used 

more often than others and so and so. With this analysis in mind an individual can 

substitute the deciphered message with the known frequently used letters [4]. 

Until middle ages, there was no much advancements in cryptography. Till that 

ambassadors were used to keep in track of the several use of cryptography in one form or 

other among all Western European governments. Leon Battista Alberti, “The Father of 

Western Cryptology”, developed and initiated widespread use of the polyalphabetic 

substitution method, in which two fitting copper disks with alphabets inscribed on it were 

used. With every few words, the disk was rotated for different encryption logic [5], so that 

even frequency analysis cannot break the cipher. This method with its alterations continued 

even in Civil War, where brass cipher disks were used by the South, although the North 

were able to crack the ciphers regularly.  
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In 1918, the creation of Verman-Vigenere by Gilbert Verman, as an improvement to the 

broken cipher, lead to the one time pad which proved to be of significant strength to the 

cryptographic community [6]. A key word is used by the one-time pad once only that is 

verified to be resilient, thus used by criminals during prohibition to communicate among 

themselves. During World War II in Pacific Theatre the Navajo’s used their own language 

which was never broken as a basis for cryptography, and was instrumental in its victory. 

In recent times, public key cryptography has seen much limelight and massive adoption, 

due to its public nature. As a form of today’s asymmetric encryption, a public key and a 

private key retained by the sender is in general use, whereby a message is ciphered and 

sent by the transmitter using private key, and received by the other end using public key to 

decipher it and extract the message. Digital Signatures uses this method as a backbone to 

communicate between multiple organizations using many public keys. Ideally using a 

amalgamation of techniques applied one after the other provides the best results [3] .  

Basically the stream cipher and the block cipher are two ways to make a stronger cipher. In 

stream cipher, in the stream of plaintext symbols one makes the encryption rule depend on 

a plaintext symbol’s position, while in block cipher at once in a block one encrypts several 

plaintext symbols.  

1.3 CRYPTOGRAPHY 

Cryptography is an indispensable tool for protecting information in computer systems. The 

Open Systems Interconnection (OSI) reference model described below since 1984 has been 

a vital part of computer network design. 

 OSI Security 

Cryptography in Industrial environment follows an OSI Security architecture to assess and 

select various security products and strategies as well as to access effectively the security 

needs of an organization. This architecture focuses on services, security attacks and 

mechanisms. The following briefs the architecture: 

Threats and Attacks (RFC 2828 Internet Security Glossary) 
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 Threat: Threat is a probable hazard that might achieve vulnerability. A potential for 

abusing security, which exists when there is a situation, capability, feat or event that could 

breach security and cause damage. 

 Attack: A smart act that is a deliberate effort (especially in the sense of a method or 

technique), or an assault on system security that originates from an intelligent threat, to 

escape security services and interrupt the security policy of a system. 

Security attack: In an organization, any action that negotiates the security of owned 

information.  

Security mechanism: A device that is intended to identify, prevent, or recuperate from a 

security attack.  

Security service: A service that develops the security of the data processing systems and 

the information transmissions of an organization. These are planned to counter security 

attacks, and they sort out one or more security contrivances to deliver the facility [7]. 

Security does not mean “impenetrable”. Even the most safeguarded computer system will 

perhaps mislay data if it is close to a strong electromagnetic pulse (i.e., nuclear blast). 

Security commonly means a system will not be flexibly vulnerable to attacks, larcenies or 

privacy concerns. Yet, attackers may be able to penetrate secured system, but it will be 

more tough for them, and attacks may be effortlessly discovered.  

1.4 CONCEPT 

The foundation of risk management is basically briefed up in five concepts: confidentiality, 

authentication, authorization, integrity and repudiation. 

1.4.1 Confidentiality & Privacy 

The ability to operate in private is the most common aspect of information security. 

Confidentiality alleviates the risk of eavesdropping or attacking on the secured data. One 

needs to keep their information secure, let them be an individual or an organization.  
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1.4.2 Authentication 

Permitting various systems to communicate with each other, in an online community, 

without impersonation is carried out through authentication. The systems may or may not be 

directly connected. Authentication systems offer a resource to recognise a system or data as 

authentic. 

1.4.3 Authorization & Access Control 

Equality over authentication is limited, as far as secured communication is concerned within 

online community. Systems, processes and users are presented with various levels of access. 

This permitted level of access control is authorization.  

1.4.4 Integrity 

Authorized entities may change information through authorized mechanisms, for which data 

should be available. Any malicious activity to tamper with the information or any untoward 

event like power surge, may also hamper the veracity of the information. A system with high 

degree of veracity crafts least breach to fiddle with the data. 

1.4.5 Nonrepudiation 

Nonrepudiation guarantees that an initiator cannot falsely characterize information. A 

system that comprises of authentication, integrity and nonrepudiation can spot any data that 

may be fiddled with and avert legal gen from being deceptively vetoed.  

1.5 BASIC CRYPTOGRAPHY 

Basically three approaches are defined for securing information: prevention, restriction and 

cryptography. Prevention from accessing information is conceivable. Access to various 

networks and restrictive architectural systems can be designed. Moreover Cryptography is 

the most secure way to encode data and decode messages only for the intended recipients. 

This system includes ciphers, random number generators, hashes, and various algorithms 
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Necessary Elements includes algorithm, key, plaintext, ciphertext and environment as major 

rudiments in any of the cryptographic process. Encryption and decryption are dependent on 

these factors. An attacker also requires few of these to extract information.  

1.5.1 Plaintext and Ciphertext 

Data security and protection from unauthorized recipients is cryptography’s main intention. 

Information to be sent through an unsecured channel is plaintext, which may be text, images, 

binary files or any meaningful decoded data. Ciphertext is encrypted plaintext intended to 

create confusion in an intruder’s intentional attack. This provides security from unauthorized 

inspection of plaintext. 

1.5.2 Algorithm 

A cryptographic algorithm encrypts plaintext to ciphertext to secure information from 

attackers and decrypts ciphertext back to plaintext for authorized recipients. Various 

algorithms follow different functions for these encryption and decryption.  

E(P) = C   D(C) = P 

These algorithmic functions are reversible, or else retrieving original plaintext from 

ciphertext would be a rough chore, and the secured information may be lost or altered.  

1.5.3 Environment 

An attacker faces enormous difficulty in extracting information from a channel when 

various cryptographic algorithms run in different environments.  Different cryptographic 

algorithms run with several implementations specific options. Like Rijndael algorithm uses 

key and block size of 128, 192 and 256 bit length, whereas AES uses a fixed block length of 

128 bit, but varying key size. Diffie-Hellman key exchange uses very large integers that 

range from 64 to 256 bit, which makes it platform compatible.  
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1.5.4 Key 

Difference between an encryption and an encoder is a key, which is the most vital operation 

in an algorithm.A key is used as a seed with the plaintext to create a ciphertext. It can be a 

value or an operation combined with a hash function.  

E(K,P) = C  D(K,C) = P 

Without a key same ciphertext will always be generated form the same plaintext. An 

attacker cannot extract information from a ciphertext without gaining the key, even if its 

algorithm is known. Encryption algorithm uses the key to generate various ciphertext from a 

plaintext.  

1.5.5 Cracking Crypto Systems 

Cryptanalysis is the in-depth study of a cryptographic algorithm and the logical or statistical 

analysis to decode it. Attackers use this to break a cryptographic algorithm and derive 

information from a ciphertext. So the more an attacker is aware of a cryptic algorithm, the 

easier it is to decode it. Gaining information from a ciphertext is not always the goal of an 

attacker. An intruder may also intend to change the information rather than craving to derive 

it. Even the knowledge of an encryption’s working procedure and a defender’s process may 

also assist an attacker.  

1.6 CRYPTOGRAPHY & RANDOMNESS 

Predictability of an ideal cryptographic system is not possible. Cryptographic algorithm is 

utilized to generate a set of ciphertext from plaintext with the help of keys which makes it 

challenging for attackers to derive information from ciphertext. The liaison among the 

plaintext and ciphertext is preserved generally by three common methods: confusion, 

random number generators and diffusion. These methods to gloom the relationship between 

plaintext and ciphertext associate and form cryptographic Substitution boxes(S-box).  
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1.6.1 Random Numbers 

In cryptography, random numbers are generated to pair up with a plaintext as keys within a 

function in an algorithm and create different ciphertext each time. In decryption the random 

numbers are regenerated to remove the random elements from the ciphertext and retrieve the 

plaintext without alteration. Generally the random number generators are mathematical 

operations in a particular arrangement that can be rearranged for deriving the plaintext.  

1.6.2 Confusion & Diffusion 

Confusion refers to data substitution and Diffusion refers to spread data. As Clade Shannon 

described the contents of plaintext can be obscured by confusion and diffusion [Shannon 

1949]. Confusion can be as simple as substituting a character by its next character, or rotate 

it to its previous string. It can also be complicated by substituting characters in a bit pattern, 

or in blocks of data, depending on the followed algorithm. Though its complexity, these 

confusing patterns can also be broken to extract data through cryptanalysis. Even through 

frequency and pattern recognition, the algorithms are vulnerable to various attacks. 

Diffusion can be a bitwise rotation, shifting, or adding with a constant value, even complex 

weaving. But when done across a large block of data, has the property of obscuring 

individual byte frequency.  

1.6.3 S-Box 

A combined formation of random number generators, confusion and diffusion creates S-

Boxes. In DES there are 8 S-Box in use to create complexity to mix blocks of 64 bits 

plaintext and generate 64 bits of ciphertext in an iteration called round. And in general DES 

has 16 rounds of such operations before providing the ciphertext. The Advanced Encryption 

Standard (AES) uses a bit more complex S-boxes, but with lesser number of rounds. MD5 

cryptic algorithm uses 4 small S-boxes, 16 times per round, through 4 rounds. Each 

algorithm uses this S-box in a different process, but to create the same diffusion and 

confusion with the random number generators. 
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1.7 CIPHERS 

Ciphers are the algorithms that encode and encrypt data. A system that transforms data is 

also cipher. Ciphers contain encoding and decoding components. But since there is no 

decoding component hashes are not ciphers. Complicated systems similar to Caesar cipher 

use monoalphabetic and polyalphabetic ciphers. Simple ciphers use secure algorithm for 

encoding and decoding documents but practically these are very vulnerable to attacks as it 

can be readily inverted and delivers neither nether privacy nor data authentication. Example 

of simple ciphers includes Mime, Base64, etc.  

More complex ciphers substitute’s characters which are included in monoalphabetic ciphers 

and polyalphabetic ciphers. In these each character is replaced by a different set of 

characters. As in the case of Vigenere cipher which was proposed in sixteenth century by 

Blaise de Vigenere, where letters are replaced and not shifted, moreover in a non-sequential 

manner. Other example include Rot13, Caesar, etc. 

Character frequency attacks make the monoalphabetic and polyalphabetic ciphers 

vulnerable. This issue is addressed by a one-time pad, where each arbitrary character is 

shared with each plaintext character, ensuing a keyed ciphertext. In physical world it relates 

to a paper pad with random characters whose replica is available with only the authorized 

receiver. But then there is a possibility of information leakage through frequency analysis. 

Then there are book ciphers which extend the one-time pad to a look up table. The recipient 

has a copy of the original book, from where the code has been generated, so without which 

no one can lay hands on the information embedded in the pad. Predetermined code list is 

used by the simplest book ciphers.  

1.8 ENCRYPTION 

Maintaining an incoming data secured and unintelligible to intruders by mathematical 

transformation of the sequence of bits is encryption. The transformations use a key which is 

a set sequence of bits. Two types of encryption exist, private key/public key pairs and 

symmetric keys. 

Public keys are used to encrypt the informative data and can be passed through open 

channels, till one has a grasp on the private keys, the encrypted data is gibberish/garbage to 
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the intruder. Thus only the owner of the private key/ the specific receiver will be able to 

open the decrypted informative data. But the major disadvantage of using this public 

key/private key pair in an algorithm is its huge size (nearly 100 bit key length), which 

reduces the pace of a running algorithm. So, in general this kind of encryption is suitable for 

transferring keys over an apprehensive line or used for authentication purpose, and inapt for 

encrypting or decrypting huge volumes of data.  

Symmetric key encryption is appended secure since its keys are often changing and securely 

distributed. The key size varies with different algorithms ranging from 56 bit to 256 bit keys 

and can be faster than the private key/public key encryption. Encrypting large amounts of 

data is suitably done through symmetric encryption. Since a single key is used for both 

encryption and decryption, it must be kept undisclosed. 

1.9 OBJECTIVE OF THE THESIS 

Various ways of encrypting message includes Symmetric Key Encryption and Asymmetric 

or public Key encryption methods. Encompassing its supporters and adversaries in each 

system, both methods have compensations and shortcomings few of which are outlined 

below: 

 Symmetric Key Encryption 

This type of encryption, also known as secret-key, shared-key or one-key encryption, makes 

use of the identical key for encrypting and decrypting messages, by the sender and receiver. 

The shared key has to be specified by the sender and receiver only at the beginning after 

which encryption and decryption   continues using that key. Examples are AES [8] 

(Advanced Encryption Standard) and Triple DES (Data Encryption Standard).  Advantages 

in this method are its simplicity in use, faster operation and prevention against widespread 

compromise of message security. Moreover this type of method uses less computer 

resources.  

Disadvantages in Symmetric Key encryption arise due to its sharing nature. Sharing the 

secret key requires a secure channel to ensure its confidentiality. Generation of a new key 

for communiqué with every dissimilar party makes a problem with securing all these keys. 
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Moreover, in the case of a dispute, origin and authenticity of messages cannot be certified to 

have originated from a specific user. 

 Assymetric/Public Key Encryption  

Encrypting messages in this method uses a public key, which is made publicly available to 

be sending after encryption by anyone who desires to refer a message to another person that 

the key belongs to, and a private key, that is kept undisclosed to decrypt messages received 

after encryption. An example of this encryption method is RSA (named after its author 

Ronald, Shamir, Adelman).   

The advantages of asymmetric key encryption are its convenience of distributing keys for 

encryption (private keys are kept secret), provision for message authentication, tamper 

proofing and proof of non-repudiation with usage of digital signatures. On the contrary its 

disadvantages are authentication of the public keys, usage of more computer resources and 

time, possibility of widespread security compromise and irretrievable data loss with the loss 

of a private key. 

Differing views perseveres as far as choosing the best secured method is concerned. 

Symmetric key is considered to be more secured by some experts, while others opine public 

key encryption to be a better one. Preferably both of these are hired together to take 

advantage of their assistances.  

In the world of embedded and computer security [9], AES (Advanced Encryption Standard) 

128-bit symmetric key [10] is debated to be computationally secure against many attacks. 

Although AES has some inherent flaws, yet US government and businesses in many parts of 

the world believe it to be secure enough to have good faith in its security key that can never 

be broken. 

In order to be secured, information needs to be protected from unauthorized change 

(integrity), hidden from unauthorized access (confidentiality) and available to authorized 

entity when it is needed (availability). Three goals of security namely confidentiality, 

integrity and availability can be threatened by security attacks. These attacks can be 

basically divided into passive attacks and active attacks. In passive attacks, neither the data 

is modified nor is the system harmed. The system continues with its normal operation. An 
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active attack threatens the integrity and availability and is normally easier to detect then to 

prevent, since an attacker can launch them in a variety of ways. 

Keeping in view the above considerations we define the following objectives of the 

thesis. 

1. To study various cryptographic algorithms and find out AES as a suitable algorithm 

to securely communicate messages among sender and receiver. 

2. To investigate the performance of AES algorithm through extensive MATLAB 

simulation. 

3. To design AES 128 bit core with VHDL and implementing in FPGA. 

4. To devise an experiment for checking side channel information leakage through 

FPGA and proposing structures to defend against any such attacks. 

5. To evaluate the performance of the proposed algorithm in terms of power, speed and 

area with ASIC implementation. 

1.10 OUTLINE OF THE THESIS 

Chapter 1 introduces the concept of cryptography. The basis for this problem along with 

detailed literature review is presented. The objective of the thesis and outline of the thesis is 

also presented. 

Chapter 2 begins with a discussion on Rijndael as a suitable candidate for AES and a brief 

history of its selection procedures. We then discuss on various rounds of operations 

conducted iteratively in AES 128 variant, with meticulous individual block wise description 

for both encryption and decryption. Various applications with merits and demerits of AES 

128 algorithm is described with a diminutive information on its flaws. 

In Chapter 3 we demonstrate block wise description of AES 128 bit variant algorithm using 

MATLAB. Using flow charts and pseudo codes we explained individual block of this 

variant for performance evaluation. The total block is also discussed in this part of the thesis 

with results of the initial round described in a state matrix layout for encryption and as well 

as decryption.  
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In Chapter 4 VLSI implementation of AES algorithm is considered. The 128 bit variant of 

AES (Rijndael) is coded and designed using VHDL. We then discuss its specific blocks 

coded in VHDL with an example and displayed the simulation results for a single round of 

operation. Entire block diagram is displayed with results in this section. This section also 

features FPGA implementation for this code. 

Chapter 5 illustrates various side channel leakage information gathered during FPGA 

implementation of different cryptographic algorithms. An experimental setup featuring DPA 

(Differential Power Analysis) attack on AES is elucidated in this chapter. Few algorithms 

proposed to defend against this attack is described in this part of the dissertation with results. 

In Chapter 6 ASIC implementation of AES 128 bit core is described. Various results in 

terms of power, speed and area are illustrated for the coded AES algorithm. Comparative 

analysis of these results with previous works has been illustrated in this section. All the 

results are demonstrated through digital simulation. 

Chapter 7 concludes the dissertation. This chapter also presents a brief report on future 

scope for research on this work. 
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Chapter-2 

2.ADVANCED ENCRYPTION 

STANDARD 

2.1 INTRODUCTION 

With the exponential increase in processor’s speed, methods used to implement data security 

became more vital. Until the year 2000, Data Encryption Standard (DES) was the best 

cryptographic algorithm available. But with the advent of new technologies, penetration 

through the digitally secured walls was possible. High processor speeds assisted in vexing 

every possible key to break the best secured algorithm by that time.  

National Institute of Standards and Technology (NIST), US, in January 1997, announced an 

open competition for adopting a new and more secured alternative to replace DES. In 

December 2001, the Rijndael encryption Algorithm was standardized as Advanced 

Encryption Standard (AES) and adopted officially by the US government after numerous 

testing and verification. The AES algorithm is a block symmetric cipher that can encrypt and 

decrypt data. Several attempts were made to break the algorithm, but except for the side-

channel attacks, no other efforts were efficacious. In December 2001, National Institute of 

Standards and Technology (NIST) published the Advanced Encryption Standard (AES), as a 

symmetric-key-block cipher. 

2.2 HISTORY 

NIST, in 1997, started looking for AES as a replacement of DES. Specifications for AES, as 

provided by NIST, included a block size of 128 bits, three variants in key sizes, 128, 192 
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and 256 bits, as compared to 56 bits of DES, which with brute force attacks was in due 

course breakable. It was also necessitated that the algorithm had to be open and available 

worldwide. The announcement was made international so as to solicit responses worldwide. 

The first AES candidate conference conducted by NIST in August 1998 announced that 15 

out of 21 received algorithms met the requirements, which were acknowledged from several 

countries representing the openness of the process and worldwide participation. The second 

AES candidate conference held at Rome in August 1999, announced 5 selected candidates- 

Rijndael, Serpent, MARS, RC6 and Twofish- as the finalists. All the finalists were 

scrutinized in a detailed modus operandi to search for any further loop holes which was 

eventually visible in DES. 

At third AES candidate conference conducted by NIST, Rijndael (pronounced as ‘Rain 

Doll’), designed by Belgian researchers Joan Daemen and Vincent Rijment, was announced 

as the selected Advanced Encryption Standard algorithm in October of 2001. Federal 

Information Processing Standard (FIPS) [11]announced the draft by NIST and made it 

publically available for review and comment. Finally, in December 2001, AES was 

published as FIPS 197 in the Federal Register.  

2.3 SELECTION CRITERIA 

NIST defined some criteria [12] for the selection of AES (ultimately selected to be Rijndael) 

which were: 

(a) Security: NIST explicitly demanded a key size of 128 bits in length to resist the 

cryptanalysis attack (other than brute force attack) since the main focus was on 

security. 

(b) Cost: Different Implementations of AES like hardware or software needs storage 

requirements and should meet the computational efficiency. 

(c) Implementation: The algorithm must be flexible enough to be implementable on any 

platform and must be simple as well. 
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2.4 AES ROUNDS OF OPERATIONS 

A non-Feistel cipher, AES encrypts and decrypts a data block of 128 bits using 10, 12 or 14 

rounds of operations with a key size of 128, 192 or 256 bits respectively. The AES 

encryption cipher design is displayed in Figure 2.1.It shows a general design for the 

encryption algorithm and the relationship between number of rounds and key size. In Figure 

2.1, if 128 bits of plaintext is forwarded to the encryption block, after some rounds of 

operation with round keys generated from cipher key, gives 128 bits of ciphertext as output, 

as per AES encryption method. 

 128 bit Plaintext 

 

 

 

 

 

 

 

 

 

 

 

128 bit Ciphertext 

Figure 2.1General Encryption Block Design of AES cipher 

In the figure Nr is the number of rounds with all variants of AES. AES-128, AES-192 and 

AES-256 are three different variants of the algorithm, referring to various key sizes. 

However, round keys (K) generated from KeyExpansion operation are always 128 bits 

similar to sizes of plaintext and ciphertext.  
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Data Units  

AES uses five units of measurement bits, bytes, words, blocks and state: 

 Bit: Smallest unit with a value of 0 or 1 

 Byte: A group of eight bits (a 1x8 row matrix/ a 8x1column matrix) as a single 

entity. 

 Word (w): A group of 32 bits (4 bytes of a row matrix / a column matrix) as a single 

entity. 

 Block: A group of 128 bits (represented as a row matrix of 16 bytes) 

 State: Data block, a term in AES used at beginning and end of the cipher, is referred 

to as a state, before and after each stage of operation. State (16 bytes) generally 

referred as Src and represented as a 4x4 byte matrix, consists of r = 4 rows and c = 4 

columns. This is also treated as a row matrix (1x4) of words. 

Structure of each round in AES is such that at encryption side, each round other than last 

one, goes through four transformations which are invertible (last one has three rounds). 

Before the first round one AddRoundKey is applied, and the last one uses only three 

transformations (MixColumn transformation is missing). 

Decryption site works in similar fashion, but all the operations utilized are inverted, other 

than AddRoundKey (it is self-invertible). Hence InvSubByte, InvShiftRow and an 

InvMixColumn transformation is used at this site for various rounds of operation.  

State represented as in AES 

Figure 2.2 shows a representation of a state matrix. Here sr,c depicts an entity of this state, 

where r is the rows and c is the column number of the matrix. In AES 128 variant of AES 

algorithm, a state is a 4x4 matrix, representing a 128 bit key or block. Each entity is a byte 

or 8 bits. 
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Figure 2.2 State Representation in AES 128 variant 

2.5 TRANSFORMATIONS IN AES 

Basically four types of transformations are provided to enhance security in AES algorithm: 

Substitution, Permutation, Mixing and Key-adding. These are discussed in details in this 

section. 

2.5.1 Substitution 

In AES, substitution is done with each byte. A single table is used for every byte 

substitution. A table look-up process or mathematical calculation in GF (2
8
) field is used to 

define transformation. Two invertible transformations are used in AES. 

SubBytes 

Substitution in AES at the encryption site is carried out in Byte level, and is interpreted as 

two digit hexadecimal number. Rows and columns of the substitution table are defined by 

left and right digit of the hexadecimal format respectively. And the new substituted byte is 

the hexadecimal (two digit) number at its junction. Since SubByte transformation is almost 

an intrabyte operation, 16 independent byte-to-byte transformations are involved, 

considering a fact that processes are running on a 4x4 state matrix. 

 

Figure 2.3 SubByte Transformation 

http://www.google.co.in/url?sa=i&source=images&cd=&cad=rja&docid=zs4EeSYd3dkwcM&tbnid=oTFuYcMyRgpLaM:&ved=0CAgQjRw4DQ&url=http://www.tankonyvtar.hu/hu/tartalom/tamop425/0038_matematika_Kalman_Liptai-Cryptography/ch06s02.html&ei=jknWUr6eE4_JrAeZoYHQAw&psig=AFQjCNFVtOUlJAq7y8YNbKF21EXBRcNZeA&ust=1389861646388888
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Figure 2.3 demonstrates a State of 4x4 Matrix undergoing SubByte transformation. An 

important part of SubByte transformation process is the SBox (Substitution Table) which 

aids in introducing non-linearity while mapping each element of a state to its substituted 

alternative from SBox for its next state. It is a bijective function on the blocks.  

The S-box used is derived by uniting the multiplicative inverse over GF (2
8
), acknowledged 

to have decent non-linearity assets, with an invertible affine transformation. The complete S-

box table is displayed below in Table 2.1 [13]. Example of a Substitution Table is described 

with the generated S-box, which is denoted here with hexadecimal notation is displayed in 

Table 2.1. The SubByte transformation definitely provides confusion effect.  

Table 2.1AES S-Box 

   | 0  1  2  3  4  5  6  7  8  9  a  b  c  d  e  f 

---|--|--|--|--|--|--|--|--|--|--|--|--|--|--|--|--| 

00 |63 7c 77 7b f2 6b 6f c5 30 01 67 2b fe d7 ab 76  

10 |ca 82 c9 7d fa 59 47 f0 ad d4 a2 af 9c a4 72 c0  

20 |b7 fd 93 26 36 3f f7 cc 34 a5 e5 f1 71 d8 31 15  

30 |04 c7 23 c3 18 96 05 9a 07 12 80 e2 eb 27 b2 75  

40 |09 83 2c 1a 1b 6e 5a a0 52 3b d6 b3 29 e3 2f 84  

50 |53 d1 00 ed 20 fc b1 5b 6a cb be 39 4a 4c 58 cf  

60 |d0 ef aa fb 43 4d 33 85 45 f9 02 7f 50 3c 9f a8  

70 |51 a3 40 8f 92 9d 38 f5 bc b6 da 21 10 ff f3 d2  

80 |cd 0c 13 ec 5f 97 44 17 c4 a7 7e 3d 64 5d 19 73  

90 |60 81 4f dc 22 2a 90 88 46 ee b8 14 de 5e 0b db  

a0 |e0 32 3a 0a 49 06 24 5c c2 d3 ac 62 91 95 e4 79  

b0 |e7 c8 37 6d 8d d5 4e a9 6c 56 f4 ea 65 7a ae 08  

c0 |ba 78 25 2e 1c a6 b4 c6 e8 dd 74 1f 4b bd 8b 8a  

d0 |70 3e b5 66 48 03 f6 0e 61 35 57 b9 86 c1 1d 9e  

e0 |e1 f8 98 11 69 d9 8e 94 9b 1e 87 e9 ce 55 28 df  

f0 |8c a1 89 0d bf e6 42 68 41 99 2d 0f b0 54 bb 16  

 

A point to note here is that if two bytes have the same values, their transformation is also the 

same, since all the bytes use the same table. In contrast, DES uses eight different S-Boxes. 

Transformation using GF (2
8
) field 

AES defines the transformation algebraically using the GF (2
8
) field with the irreducible 

polynomials (x8 + x4 + x3 + x + 1). Using the irreducible polynomial as a modulus, the 

multiplicative inverse of the 8-bit binary string (byte) can be found in GF (2
8
). This inverted 

byte is arranged in a column matrix with the order being LSB in the top and MSB at the 
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bottom portion. A new byte is calculated using the column matrix, first multiplying it with a 

constant square matrix, X and then resulting column matrix is added with another column 

matrix Y.  

At decryption site, the InvSubByte operation runs the process in a reverse order. First 

subtraction, i.e., addition by inverse, takes place and then division, i.e., multiplication by 

inverse is carried out. GF (2) is used for multiplication and addition of bits in all iterations.  

SubByte:   d = x (sr,c)
-1⊕ y        (2.1) 

Invsubbyte: [x
-1

(d ⊕ y)]
-1

 = [x
-1

 (x(sr,c)
-1⊕ y ⊕ y)]

-1
 = [(sr,c)

-1
 ]

-1
 = sr,c  (2.2) 

Equation (2.1) depicts the operation of a SubByte transformation and equation (2.2) shows 

the inverse transformation in a textual format. The Table 2.2 represents Rijndael's inverse 

Substitution box. It can be verified that S-box and Inverse Sbox transformations are inverses 

of each other. 

Table 2.2 Inverse S-Box representation 

   | 0  1  2  3  4  5  6  7  8  9  a  b  c  d  e  f 

---|--|--|--|--|--|--|--|--|--|--|--|--|--|--|--|--| 

00 |52 09 6a d5 30 36 a5 38 bf 40 a3 9e 81 f3 d7 fb  

10 |7c e3 39 82 9b 2f ff 87 34 8e 43 44 c4 de e9 cb  

20 |54 7b 94 32 a6 c2 23 3d ee 4c 95 0b 42 fa c3 4e  

30 |08 2e a1 66 28 d9 24 b2 76 5b a2 49 6d 8b d1 25  

40 |72 f8 f6 64 86 68 98 16 d4 a4 5c cc 5d 65 b6 92  

50 |6c 70 48 50 fd ed b9 da 5e 15 46 57 a7 8d 9d 84  

60 |90 d8 ab 00 8c bc d3 0a f7 e4 58 05 b8 b3 45 06  

70 |d0 2c 1e 8f ca 3f 0f 02 c1 af bd 03 01 13 8a 6b  

80 |3a 91 11 41 4f 67 dc ea 97 f2 cf ce f0 b4 e6 73  

90 |96 ac 74 22 e7 ad 35 85 e2 f9 37 e8 1c 75 df 6e  

a0 |47 f1 1a 71 1d 29 c5 89 6f b7 62 0e aa 18 be 1b  

b0 |fc 56 3e 4b c6 d2 79 20 9a db c0 fe 78 cd 5a f4  

c0 |1f dd a8 33 88 07 c7 31 b1 12 10 59 27 80 ec 5f  

d0 |60 51 7f a9 19 b5 4a 0d 2d e5 7a 9f 93 c9 9c ef  

e0 |a0 e0 3b 4d ae 2a f5 b0 c8 eb bb 3c 83 53 99 61  

f0 |17 2b 04 7e ba 77 d6 26 e1 69 14 63 55 21 0c 7d  

 

The SubByte and InvSubByte transformationsare inverses of each other. Since addition or 

subtraction in GF (2) is XOR operation value of the constant (column) matrix is 0x63. 
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Pseudo code for SubByte Transformation 

SubByte(s) 

{ 

  for (m=0 to 3) 

    for (n = 0 to 3) 

    sm,n = subbyte(sm,n) 

} 

Subbyte (byte) 

{ 

  x ← byte 
-1 

  BytetoMatrix (x,y) 

  for (i = 0 to 7) 

 { 

   zi ← yi⊕ y(i+4) mod 8⊕ y(i+5) mod 8⊕ y(i+6) mod 8⊕ y(i+7) mod 8 

   vi ← zi⊕ BytetoMatrix (0x63) 

  } 

  MatrixtoByte (v,v) 

  Byte ← v 

} 

Transformation of a byte to an 8x1 column matrix is routine in BytetoMatrix; MatrixtoByte 

transforms an 8x1 column matrix to a byte. The whole transformation is non-linear although 

the multiplication and addition are an affine transformation and linear, since the replacement 

of a byte by its multiplicative inverse in GF (28) is non-linear. 

2.5.2 Permutation 

Shifting in case of an AES round is another transformation that permutes a byte without 

altering the order of bits as is in the case of DES. 

ShiftRows: In the encryption site, ShiftRow transformation shifts byte to their left in a state 

matrix in a precise order, operating one row at a time. Shifting depends on a state’s row 

number (0-3), the first row not being shifted at all. Its second row is left shifted once, third 

twice and fourth three times to its left, for generating its next state as shown in Figure 2.4.  

 

Figure 2.4 AES ShiftRow Operation 
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InvShiftRow: Decryption process uses this transformation to shift a state matrix row wise, 

to its right according to its row number, at a time, as a result creating the next state. First 

row does not get shifted, second row is shifted once to its right, third one twice and fourth 

row right shifted three times as is displayed in Figure 2.5. 

 

Figure 2.5 Inverse ShiftRow Operation 

The ShiftRow and InvShiftRow transformation are inverses of each other and can be 

verified by its operations. 

Pseudocode for ShiftRow transformation 

ShiftRow 

{ 

 for (m = 1 to 3) 

   shiftrow (sm,n) 

} 

ShiftRow(row,n) 

   {  

    Copyrow(row,t) 

    for (c = 0 to 3) 

     row(c-n) mod 4 → tc 

   } 

2.5.3 Mixing 

The SubByte transformation is almost an intrabyte transformation. ShiftRow is a byte 

exchange transformation. Hence to provide diffusion at bit level, an interbyte transformation 

is needed that changes a bit inside a byte. In mixing transformation, four new bytes are 

created by taking the contents of old four bytes at a time. Initially a constant square matrix is 

multiplied by a column matrix of a state and then its resulting column matrix is mixed. 

S0,0 S0,1 S0,2 S0,3 

S1,0 S1,1 S1,2 S1,3 

S2,0 S2,1 S2,2 S2,3 

S3,0 S3,1 S3,2 S3,3 

S0,0 S0,1 S0,2 S0,3 

S1,3 S1,0 S1,1 S1,2 

S2,2 S2,3 S2,0 S2,1 

S3,1 S3.2 S3,3 S3,0 
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Matrix Multiplication and Mixing (MixColumns): AES provides a MixColumn 

transformation to mix bytes in bit level as explained earlier. Two invertible matrices used as 

constants for this operation is detailed below. 
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Equation (2.3) shows the Constant used as and in MixColumn transformations. 
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Equation (2.4) shows the operation and constant used as ad in InvMixColumn 

transformation.  

MixColumn transformation takes each bytes in a state column interpreted as 8-bit words (or 

polynomials) with coefficients in GF (2). Multiplication of bytes is done in GF (2
8
) with 

modulus 10001101 or the irreducible polynomial x
8
+x

4
+x

3
+x+1. XORing of 8 bit word is 

performed during addition. 

SMS .'            (2.5) 

Equation 2.5 depicts the state (S) multiplication with a constant (M) to result the next state 

(S’). 
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Equation (2.6) displays the AES MixColumn Operation in a matrix format as is calculated 

numerically. 
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InvMixColumn: This procedure is similar to MixColumn transformation in its operation 

with the difference that an InvMixColumn constant matrix is used for multiplication. This 

constant matrix is inverse of the one used during MixColumn transformation. 
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Inverse mix column 

The MixColumn and InvMixColumn transformations are inverses of each other. 

Pseudo code for MixCoulmn transformation 

MixColumn(s) 

{ 

  for (i = 0 to 3) 

    mixcolumn(si) 

} 

Mixcolumn (c) 

{ 

  Copycolumn (c,temp)          // temp is a temporary column 

    C0 ← (0x02).temp0 ⊕ ((0x03).temp1 ⊕ temp2 ⊕ temp3 

    C1 ← temp0 ⊕ ((0x02).temp1)⊕ ((0x03).temp2)⊕ temp3 

    C2 ← temp0 ⊕ temp1 ⊕ ((0x02).temp2)⊕ ((0x03).temp3) 

    C3 ← (0x03).temp0 ⊕ temp1 ⊕ temp2 ⊕ ((0x02).temp3) 

} 

 

In pseudo code, the mixcolumn simply multiplies the rows in the constant matrix by a 

column in the state. This interbyte transformation creates a diffusion which guarantees that 

each new byte is altered, even if all the four bytes in a row are the same. Hence none of the 

similar bytes in the old state will be equal in new state. 

2.5.4 KeyAdding 

The cipher key is the most significant part of any cryptographic algorithm. In AES, when 

added to a state at each round, extracting plaintext or any related information from the 

cipher ultimately becomes difficult for an intruder, even if he/she has an access to its 
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ciphertext. In KeyAdding transformation, a key expansion process is used to create Nr+1 

round keys from the cipher keys. These round keys are each 128 bit long and are represented 

as four 32 bit words.Each word is treated as a column matrix for adding a key to a state. 

AddRoundKey: AddRoundKey is similar to MixColumn Transformation since both 

proceeds one column at a time. A round key word is added with each state column matrix 

which is nothing but a matrix addition, thus inversible by itself, as addition and subtraction 

are the same in this Galois field. The AddRoundKey is inverse of itself. 

 

Figure 2.6 AES AddRoundKey Operation 

Pseudocode for AddRoundKey 

AddRoundKey(s) 

{  

  For ( a = 0 to 3) 

    sa ← sa ⊕ wround+4a 

} 

 

The AddRoundKey transformation XORs each column of the state with the corresponding 

key word, where sa and wround+4a are 4x1 column matrices. 

2.6 KEYEXPANSION 

AES uses round key in each round of operation, including the pre-round (AddRoundKey) 

transformation. A key expansion process creates Nr+1- 128 bit round keys (Nr = Number of 

rounds) from a single cipher key (128 bit). Initially a round key is required prior to 

http://www.google.co.in/url?sa=i&source=images&cd=&cad=rja&docid=FlZ0u_bRVYbAuM&tbnid=psbNyKAOoqpoqM:&ved=0CAgQjRw&url=http://imps.mcmaster.ca/courses/SE-4C03-07/wiki/siaa/se4c03_aes_wiki(7).html&ei=RFvWUqeYNYOWrAfb3oGQCQ&psig=AFQjCNFuFy98ob_qObQnx0MvsjhT4Tbbow&ust=1389866180950535
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beginning of the general iterative operations. The remaining Nr round keys generated are 

used at the end of each rounds for the last (AdddRoundKey) transformation. 

Every version of AES (AES128, AES192, AES256) uses 4x(Nr+1) words (44,52 &60)  in all 

rounds of operation(10,12 & 14), where each round key is made of 4 words. These are 

represented as w0,w1,…w4(Nr+1)-1 and is featured in Figure 2.7. 

 

Figure 2.7 KeyExpansion in AES – 128 

In AES-128, with 10 rounds of operations, 44 words are generated for use in all iterations. 

The first four words are created from the 16 bytes (k0 to k15) cipher key, where w0 denotes 

k0 to k3, w1 denotes k4 to k7, w2 denotes k8 to k11 and w3 denotes k12 to k15. Remaining 

expanded words are generated from these cipher keys in the following way 

 if (i mod 4) ≠ 0, wi = wi-1⊕ wi-4, hence xoring the words above it and prior to it 

 if (i mod 4) = 0, then wi = t ⊕ wi-4, where t ( a temporary word) is an applied result 

of SubWord and RotWord of wi-1 and XORing it with a round constant(RCon) 

t = SubWord(RotWord(wi-1)) ⊕ RConi/4 

In the above algorithm, RotWord (rotate word) considers a row at a time, selects a word of 

it, and shifts each byte in it to its left with wrapping. SubWord (Substitute word) takes each 
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byte in the word and replaces another byte for it. RCon(Round Constant) is a 4-byte value 

with its last three values always remaining zero. The Table 2.3 shows the round constants. 

Table 2.3 RCon[i/4] in AES KeyExpansion Operation 

i/Nk 1 2 3 4 5 6 7 8 9 10 

Rcon[i/Nk] 01 02 04 08 10 20 40 80 1B 36 

 

Pseudo code for KeyExpansion in AES 128 

KeyExpansion ([key0 to key15], [w0 to w43]) 

{ 

  for (i = 0 to 3) 

  wi ← key4i + key4i+1 + key4i+2 = key4i+3 

for ( i = 4 to 43) 

  {  

   if (i mod 4 ≠ 0) wi ← wi-1⊕ wi-4 

   else 

   {  

    t ← SubWord(RotWord(wi-1)) ⊕ RConi/4     // t is a temporary word 

   } 

 }   
} 

There are no weak keys considerable in AES, unlike in DES. KeyExpansion process is 

implementable on all platforms. 

2.7 CIPHERS 

AES uses four transformations for encryption and decryption. Cipher in general is the 

encryption algorithm and inverse cipher is the decryption algorithm. Since AES is a non-

Fiestel cipher, i.e., each transformation or its group must be invertible, the cipher and 

inverse cipher ought to use these transformations in such a way that they should cancel each 

other.  

The round keys are also ordered reversibly. In the Figure 2.8 encryption and decryption 

algorithms do not look similar, but as a whole, the decryption and encryption algorithm are 

inverse of each other. 
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Figure 2.8 Cipher (Encryption) and Inverse Cipher (Decryption) of AES 

 

Pseudo code for AES 128 

Cipher (InBlock[16], OutBlock[16], w[0…43]) 

{ 

  BlocktoState (InBock,s) 

  s ← AddRoundKey (s,w[0..3]) 

  (round = 1 to 10) iterate 

  { 

    s ← SubBytes(s) 

    s ← ShiftRows(s) 

   if (round ≠ 10) s ← MixColumn(s) 

   s ← AddRoundKey(s, w[4xround, 4xround+3]) 

  } 

StatetoBlock(s,OutBlock) 

} 
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2.8 CRYPTANALYSIS OF AES 

AES, as compared to DES, require more round of communication and need more 

processing. Being a symmetric key block cipher, it is extremely secure, due to which it is 

widely used as symmetric key encryption systems by the U.S. Government. The most secure 

variant of AES is the 256-bit key length version, for guessing the key of which even a 10 

petaFLOPS computer would take billions of years through brute force attack. As of 

November 2013, the fastest computer available in the world is a China's Tianhe-2 

[14]supercomputer running at 33.86 petaFLOPS. Breaking the key thus seems to be 

impractical by brute force attack. Moreover in comparison to public key encryption, the 

secret key encryption method needs less mathematical computation, thus making it easier 

even to store, read and write data from solid state drives.  

Major setback in symmetric key encryption arises from the fact that a way needs to be 

strategized whereby the sender’s shares secret keys with authenticated receivers. Unlike 

passwords, encryption keys are blocks of gibberish. Furthermore if an intruder somehow 

retrieves the symmetric secret key, a two-way communication is compromised, in contrast to 

public-key encryption whereby a single side conversation is hampered if the private key is 

extracted. Brute force attacks, in an encryption system, systematically checks every possible 

key combinations to estimate the correct key, till any other attack is possible to find 

weakness of this method. Key lengths used in various encryption methods guesstimates the 

real possibility of executing brute-force attack, with longer keys complicating attack than to 

crack shorter ones.  

Table 2.4 Key combinations versus Key size 

Key Size Possible 

Combinations 

1-bit 2 

2-bit 4 

4-bit 16 

8-bit 256 

16-bit 65536 

32-bit 4.2 x 10
9
 

56-bit(DES) 7.2 x 10
16

 

64-bit 1.8 x 10
19

 

128-bit (AES) 3.4 x 10
38

 

192-bit (AES) 6.2 x 10
57

 

256-bit (AES) 1.1 x 10
77
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Table 2.4 shows various key sizes and its possible number of key combinations. In the past 

DES cryptographic algorithm with a key size of 56 bits has been cracked by brute force 

attack. But practically breaking key in the case of AES with every variants is approximately 

impossible. Till date with the current technology, AES has certainly not been cracked [15] 

irrespective of any debates and arguments, though there has been numerous trials and 

attacks theoretically attempted on it. 

2.9 CONCLUSION 

Despite the innovations in processor speeds based on Moore’s law, key sizes of an 

encryption method in a cryptographic algorithm like AES should be made large enough such 

as it ought not to be cracked even by modern computers. Moreover, algorithms ought to be 

designed in such a way that it does not reveal any information related to neither message nor 

anything about secret key. Advanced Encryption Standard algorithm has been studied 

thoroughly and described methodically in this section of the dissertation with related 

discussions on its merits and demerits. 
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Chapter-3 

 

3. SIMULATION RESULTS 

3.1 INTRODUCTION 

MATLAB, developed by MathWorks [16] is a high-level dynamically typed array based 

programming language specifically popular for scientific and numeric applications. 

MATLAB implementation of the Advanced Encryption Standard (AES) [17] is discussed in 

this section of the thesis. AES, as a descendant to Data Encryption Standard (DES) [18], 

based on the block cipher Rijndael [19], has been tremendously implemented on various 

cryptographic modules since 1997. MATLAB [20] is best suited for implementing AES, 

since both are matrix oriented, and compatible with various assemblies. This implementation 

is totally voluntary and is primarily done for better understanding of the block wise 

ratification of AES.  

A thorough understanding of the AES proposal can be found in [17]. The AES 

implementation using concept of Galois Fields [21], a workhorse of modern cryptography, 

with a mathematical perspective is acquainted with in this chapter. A few basics for 

apprehending the Galois Field and its significance with polynomial representation of binary 

digits is discussed here as well. Polynomial operations are briefed up to some extent in this 

section for a better understanding of the various operations used in the coding style in this 

MATLAB implementation. Moreover, for implementing AES 128 bit key length variant is 

used with minimizations in the conditional operators, for a pragmatic way of coding.  

3.2 FINITE FIELD ARITHMETIC 

A Galois Field, also known as finite field, consists of many finite elements in a field, details 

of which can be found in [22] [23]. AES uses the finite field GF (2
8
), which is a finite field 

consisting of 256 different numbers (0….255) represented in a single byte (8 bits) format. 

Various operations on this field necessitates operators to make sure that the results remain 
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within the original finite field, thus special XOR and modulo-operators come in to foray and 

are briefly discussed in this chapter.  

A Finite Field is a field F which holds a determinate amount of elements. The order of a 

finite field F is the amount of elements in F. Let p be a prime, F = Zp, and f(x) an irreducible 

polynomial of degree n over Zp. The corresponding field F[x]/f(x) contains q=p
n 

elements 

and is called either fq or GF(q) (Galois Field). 

Some useful Properties of Finite Fields 

1. The set of zero-degree polynomials in Fq is a subfield of Fq isomorphic to Fp . 

2. Given g(x) in Fq, if (g(x))
p 

= g(x), then g(x) ∈ Fp.  

3. The set of nonzero polynomials of Fq is a cyclic group denoted by Fqm. 

4. Given g(x) in Fq, then (g(x))
q 

= g(x) (Fermat’s Little Theorem). 

5. Given g(x) and h(x) in Fq , then (g(x)+h(x))
ps

 = (g(x))
 ps

 + (h(x))
 ps 

, for all s>=0. 

6. If r = (p
n
-1)/(p-1), that is r = 1+p+p

2
+...+p

n-1
, and g(x) is an element of Fq, then 

(g(x))
r
 is an element of Fp. 

Field Extensions 

Theorem 1.1 Let f ∈E[x] be irreducible over the field E. Then there occurs a simple 

algebraic extension of E with a root of f as a significant element. 

Theorem 1.2 If f is an irreducible polynomial in F q[x] of degree m, then f has a root α in 

Fqm. Furthermore, all the roots of f are simple and are given by the m distinct elements α, α
q
, 

α
q2

,. ,α
qm-1

 of Fqm . 

Bases of Finite Fields 

If∈F = Fq
m
and E = Fq, then the trace of over E is defined by 

            Tr() = a + a
q
+...+a

qm-1
 

It must be noted that the trace of over E is the sum of the conjugates of with respect to 

E. Furthermore, Tr () is an element of E. 

Let F = Fq
m
and E = Fq. Then the trace function satisfies the following properties: 

1. Tr()= Tr() + Tr(), for all ∈F 

2. Tr(a) = aTr(), for all a∈E, ∈F 



SIMULATION RESULTS 

33 
 

3. The trace is a linear transformation from F onto E, where F and E are viewed as 

vector spaces over E. 

4. Tr(a) = ma, for all a∈E 

5. Tr(
q
)=Tr(), for all ∈F 

3.3 FINITE FIELDS GF (2
M

) 

Finite Fields GF (2
m

) = F2
m 

are extension fields of GF (2) = F2=Z2. Finite Fields of order 2
m

 

are characteristic 2 finite fields, also known as binary extension fields.   

Let α ∈ GF (2
4
) = F24 be a root of the irreducible polynomial f (x) = x

4
+ x

3
+ 1 ∈GF (2)[x]. 

Then the elements of GF (2
4
) are represented in the polynomial basis {α3,α2,α,1}. All the 

concepts studied in previous subsections can be easily adapted to this particular case of GF 

(2
m
).  

A few byte representation forms are required to implement the Galois Field. In case of a 

binary representation (index b), byte can be denoted as shown in an example in equation 

(3.1): 

b10100101           (3.1) 

Representing the example in decimal format (index d) is done by multiplying every bit by its 

corresponding power of two. This is shown in equation (3.2). 

d166

2432128

22222021212020212021 125701234567







(3.2) 

Hexadecimal representation is done by utilising single decimal digit (0 … 9) and 

abbreviated letter A ... F with hexadecimal notation (index h) for decimal 0 … 15 digits. 

Example is shown in equation (3.3). 

hb A510100101           (3.3) 

Polynomial representation is almost similar in conversion from binary to decimal as shown 

in equation (3.2). Coefficients of powers of x substitutes every 2 on the left hand side of 

equation (3.2) defining a polynomial, which is as shown in equation (3.4). 
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125701234567 01100101 xxxxxxxxxxxx     (3.4) 

A point to note in this equation is that the coefficients of this polynomial can only be 0 or 1 

representing a byte or GF (2
8
) respectively. Implementing the finite field operations requires 

a prior knowledge on various polynomial operations which can be descriptively researched 

by following the work in [24]. Few necessary operations like polynomial addition, 

multiplication and division over GF (2
8
) are briefly described in the following section. 

3.3.1 Polynomial Addition 

Let f(x) be a polynomial of degree m>0. Addition is done in a simple way by adding the 

corresponding coefficients. Let a(x) and b(x) be polynomials, with coefficients in the field 

GF (2
8
). Then the addition of a(x) and b(x) can be seen in equation (3.5). 

pbacwithxcxbxaxc iii

m

i

i

i mod)()()(
1

0

 




      (3.5) 

where p is a prime, and whenever the sum of coefficients ai and bi fall outside the range of [0 

… p-1], a reduction modulo p is necessitated to keep the elements within GF (2
8
). 

General polynomial additions add up coefficients bearing like powers of x, in which case the 

resultant sum of coefficients does not represent a byte (binary element 0 or 1) belonging to 

the original finite field. With the intention of making this resultant polynomial bearing only 

binary coefficients, the xor operation is used for addition as shown in Table 3.1. 

Table 3.1 xor operation 

 

 

 

 

 

The addition table obtained by performing the required operations and carrying out 

reduction mod f (x) if necessary is displayed in Table 3.2. 

a b a xor b 

0 0 0 

0 1 1 

1 0 1 

1 1 0 
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Table 3.2 Addition over Z2[x]/f(x) 

+ [0] [1] [x] [x2] [x+1] [x2+1] [x2+x] [x2+x+1] 

[0] [0] [1] [x] [x2] [x+1] [x2+1] [x2+1] [x2+x+1] 

[1] [1] [0] [x+1] [x2+1] [x] [x2] [x2+x+1] [x2+x] 

[x] [x] [x+1] [0] [x2+x] [1] [x2+x+1] [x2] [x2+1] 

[x2] [x2] [x2+1] [x2+x] [0] [x2+x+1] [1] [x] [x+1] 

[x+1] [x+1] [x] [1] [x2+x+1] [0] [x2+x] [x2+1] [x2] 

[x2+1] [x2+1] [x2] [x2+x+1] [1] [x2+x] [0] [x+1] [x] 

[x2+x] [x2+x] [x2+x+1] [x2] [x] [x2+1] [x+1] [0] [1] 

[x2+x+1] [x2+x+1] [x2+x] [x2+1] [x+1] [x2] [x] [1] [0] 

 

Here two bytes of the same finite field performs a bit-wise xor operation to result another 

byte in the same finite field. 

3.3.2 Polynomial Multiplication  

The polynomial basis multiplication involves two steps: polynomial multiplication and 

reduction modulo an irreducible polynomial. Let f(x) be a degree m irreducible polynomial 

over GF (2) in the form  

01

1

1 ...)( fxfxfxxf m

m

m  

         (3.6) 

where fi∈GF (2) = {0,1}.The polynomial basis in GF (2
8
) with the set {1,x,…,x

7
} represents 

arbitrary elements defined by f(x) as a(x) = a7x
7
+…+a1x+a0, where ai  GF (2). Let a(x) and 

b(x) be two finite field elements and c(x) be their multiplicative product, then: 

)(mod)()()( xfxbxaxc          (3.7) 

Similar to polynomial additions, polynomial multiplication routines additions that add up 

coefficients bearing like powers of x, in which case the resultant sum of coefficients does 

not represent a byte (binary element 0 or 1) belonging to the original finite field. With the 

intention of making this resultant polynomial bearing only binary coefficients, the xor 

operation is used for addition, ultimately used for multiplication as shown in Table 3.1. 

The multiplication table obtained by performing the required operations and carrying out 

reduction mod f (x) if necessary is displayed in Table 3.3. 
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Table 3.3 Multiplication over Z2[x]/f(x) 

. [0] [1] [x] [x2] [x+1] [x2+1] [x2+x] [x2+x+1] 

[0] [0] [0] [0] [0] [0] [0] [0] [0] 

[1] [0] [1] [x] [x2] [x+1] [x2+1] [x2+x] [x2+x+1] 

[x] [0] [x] [0] [x2+x] [1] [x2+x+1] [x2] [x2+1] 

[x2] [0] [x2] [x2+x] [0] [x2+x+1] [1] [x] [x+1] 

[x+1] [0] [x+1] [1] [x2+x+1] [0] [x2+x] [x2+1] [x2] 

[x2+1] [0] [x2+1] [x2+x+1] [1] [x2+x] [0] [x+1] [x] 

[x2+x] [0] [x2+x] [x2] [x] [x2+1] [x+1] [0] [1] 

[x2+x+1] [0] [x2+x+1] [x2+1] [x+1] [x2] [x] [1] [0] 

 

Using these as a reference for different polynomials and its related algebraic operations, the 

AES algorithm was coded using MATLAB, with a block size of 128 bits and a key size 

limited to 128 bits in length. Various processes are carried out in a matrix. Elements of the 

matrix, used in various operations, are inferred as linear indices into the two-dimensional 

matrix, for vertical concatenation of columns. 

3.4 MATLAB IMPLEMENTATION 

The different processes in this implementation are namely, the main program aes_prog 

where input plaintext and cipher key are received and cipher and decipher functions are 

called; sbox_gen where 256 hexadecimal digits are generated for both encryption and 

decryption; poly_mult and poly_div where multiplication of polynomial coefficients is 

carried on; cipher where all the rounds or functions are called for encryption operation; 

rcon_gen where the constant matrix from polynomial multiplication is generated; rot_word 

where rotation of words takes place; key_expansion which other functions and expands the 

cipher key for 10 rounds; add_round_key xors the input state and round key generated; 

sub_byte sustitutes the state elements with corresponding sbox elements; row_shift_left 

rotates words to its left, mix_columns with respect to wt_matrix multiplies the multiplication 

constant with the input state; decipher rotates the whole transformation in reverse order and  

row_shift_right which shifts the words to its right. The overall implementation of AES in 

MATLAB can be depicted in the flow chart with a performance perspective in Figure 3.1. 
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Figure 3.1 Flow Chart to implement AES 

3.4.1 Encryption 

Initial step in any cryptographic algorithm is receiving plaintext messages and converting it 

to desired format as is necessitated by the algorithm. In this section on receiving the data, 

plaintext is converted to ASCII by using MATLAB, formats it into a 4x4 matrix and 

operates through various processes. The following report shows the various encryption 

operations running in the first round of AES 128 algorithm: 

On the very first step, the user is asked for the message to be encrypted and the cipher key to 

be used in the algorithm. 

Enter the text input::NIT ROURKELA 

Enter 16-bit key::123450abcdefghij 

In the very next step, the input plaintext has to be blocked in a specified format. AES is a 

block cipher algorithm with a block size of 128 bits, and whose various round of operations 

works with a format using 4x4 state matrix. Therefore in the very opening stage of AES, 

plaintext is converted to a 128 bit 4x4 state matrix, (ASCII transformation) as is displayed in 

equation (3.8). 
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32658232

32768584

32697973

32758278

ALEKRUORTIN

    (3.8)

 

State matrix for the fed cipher key is shown in equation (3.9). It is a simple ASCII 

transformation of cipher key placed row wise in a 4x4 state. 

 





















106105104103

10210110099

98974853

52515049

054321 jihgfedcba   

(3.9)

 

The AES algorithm supports 128, 192, or 256 bit keys, which generates 128 bit intermediate 

round keys for each round of operation. The initial round key is the first 128 bits of the key 

used in round 0. The next round key is a transformation of the first round key. Other round 

keys are similarly generated by transformations of previous round keys. 

KeyExpansion Operation:  

Cyclic operation of AES initiates with this operation, which aids in generating 10 round 

keys in AES 128 bit variant cryptographic algorithm. A small algorithm in its own way, it 

calls for different sub-functions for creating confusion to a cipher key such that it will not be 

traced or attacked by an intruder. The various functions called in this operation strengthens 

the key and expands it such a way that every time a different version of the cipher key is 

available for each iterative round of AES encryption algorithm. If the same key is used for 

every iterative step, an attacker finds it easier to encrypt/decrypt the whole message, if it 

somehow has access to the key. Functions call for rotation, substitution and addition 

operation for creating diffusion. 

A better way to understand the operation of a Key Expansion algorithm is through a flow 

chart. The flow chart for Key Expansion algorithm is depicted in Figure 3.2. 
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Figure 3.2 KeyExpansion Operation 

Following the algorithm, first round of AES 128 bit variant, takes as input the 16 bit 

hexadecimal cipher key, passes it through KeyExpansion transformation and gives a 4x4 

matrix of ASCII values corresponding to the cipher key characters as shown in equation 

(3.10). 

 





















106105104103

10210110099

98974853

52515049

3210 wwww      

(3.10)
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AddRoundKey Operation 

A better way to understand the operation of AddRound Key operation is through a flow 

chart. The flow chart for AddRoundKey is depicted in Figure 3.3 

 

Figure 3.3 Flow Chart of AddRoundKey Operation 

During pre-round transformation, the initial state matrix and expanded key is XORed in 

add_round key transformation to produce the next state matrix as is shown in equation 

(3.11).  



























































74394820

734152103

7233127123

7140103127

106105104103

10210110099

98974853

52515049

32658232

32768584

32697973

32758278

  (3.11)
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SubByte Operation 

A better way to understand the operation of SubByte operation is through a flow chart. One 

of the main ingredients in this step is the formation of an S-Box. The flow chart for SubByte 

is depicted in Figure 3.4. 

 

Figure 3.4 Flow Chart for SubByte Operation 

The next transformation is sub_byte operation, wherein each element of the previous state is 

replaced by a new element from a substitution table. The next state from this operation is 

shown in equation (3.12). 
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2142044250

5916524133

8225321033

16052133210

74394820

734152103

7233127123

7140103127

BOXS

  (3.12)

 

RowShift Operation 

A better way to understand the operation of RowShift operation is through a flow chart. The 

flow chart for RowShift operation is depicted in Figure 3.5 

 

Figure 3.5 Flow Chart for RowShift Operation 

The next transformation is shift_row operation, wherein each element of the previous state is 

cyclically shifted to its left in the prerequisite order and form the next state. The next state 

from this operation is shown in equation (3.13). 
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2044250214

2413359165

3382253210

16052133210

2142044250

5916524133

8225321033

16052133210

_ ROWSHIFT

  (3.13)

 

MixColumn Operation  

A better way to understand the operation of AddRound Key operation is through a flow 

chart. The flow chart for AddRoundKey is depicted in Figure 3.6 

 

Figure 3.6 Flow Chart for MixColumn Operation 
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The next transformation is Mix_Column operation, wherein each row of the previous state is 

multiplied with a mix multiplication constant matrix to form the next state. The next state 

from this operation is shown in equation (3.14). 



























































65131189173

2541232748

6021179

23631204161

2113

3211

1321

1132

2044250214

2413359165

3382253210

16052133210

 (3.14)

 

These operations continue iteratively for 10, 12 and 14 rounds with respect to 128, 192 and 

256 bits of key length in various AES variants and a constant 128 bit block length. In the 

present case, AES 128 bit key size is considered for implementation in MATLAB and hence 

after the necessary 10 rounds of iterative transformation, the final ciphertext result was as 

shown in equation (3.15). 

ciphertext =»p¥Y×®¨5&8çK¨        (3.15) 

This is the encrypted message which can be sent through any media without the fear of 

being tapped or attacked by any other unauthorized receiver.  

3.4.2 Decryption 

When an authorized user receives the encrypted message, with the help of a secretive 

symmetric key, original message can be extracted out from the ciphertext. This ciphertext is 

passed through AES decrypting transformation of 10 rounds before this gibberish message is 

decrypted to a meaningful message. The last round of 10 transformations is displayed with 

results using MATLAB. 

The encrypted data assumed here is the one that follows from the previous section as is 

depicted in equation (3.16). 

ciphertext =»p¥Y×®¨5&8çK¨        (3.16) 
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Since AES is a symmetric cipher, it will be using same cipher key for encryption and 

decryption both. For decrypting in MATLAB as well, the fed cipher key is taken into 

process for different rounds of operation in inverse order. Since in this decryption section, 

last round of operation is shown, which is almost similar in action to the first round of 

operation in encryption side (except for Inverse MixColumn operation), the last expanded 

key will be the cipher key as shown in equation (3.17).  
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     (3.17)

 

Inverse Shift Row 

The next transformation is Inv_shift_row operation, wherein each element of the previous 

state is cyclically shifted to its right in the prerequisite order and form the next state. The 

next state from this operation is shown in equation (3.18). 
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__ ROWSHIFTINV

 (3.18) 

InvSubByte 

The next transformation is Inv_sub_byte operation, wherein each element of the previous 

state is replaced by a new element from aninverse substitution table, which is derived from 

the substitution table. The next state from this operation is shown in equation (3.19). 
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  (3.19)
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AddRoundKey 

Following the algorithm, last round of AES 128 bit variant, takes as input the 16 bit 

hexadecimal cipher key, passes it through KeyExpansion transformation and gives a 4x4 

matrix of the cipher key characters as shown in equation (3.20). 

 





















106105104103

10210110099

98974853

52515049

3210 wwww      

(3.20)

 

During last round transformation, the initial state matrix and expanded key is XORed in the 

add_round key transformation to produce the next state matrix as is shown in equation 

(3.21).  
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10210110099

98974853

52515049

74394820

734152103

7233127123
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  (3.21)

 

Finally the original message is derived from the ciphered message using the ciphered key 

and the cipher text, with this final round of AES transformations as shown in equation 

(3.22). 

decipher_text = NIT ROURKELA       (3.22) 

This text is displayed to the authorized receiver who is having the correct cipher key for 

decrypting the ciphered message, let alone an intruder who is trying to capture the key and 

eventually the message.  

3.5 CONCLUSION 

Programmers use MATLAB for structuring a system which operates on vectors and matrices 

in an interactive manner. Huge potentials lie ahead for the future advancement of the 

presentation generated within this proposition. MATLAB is an influential tool that delivers 
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multiple approaches and practices vital for structuring even very intricate programs. The 

functionality and the strategy are restricted only by the programmer’s imagination. 

In this part of the dissertation, AES 128 bit variant cryptographic algorithm is implemented 

using MATLAB for the initial detailed understanding of various block wise operations. 

Detailed description of transformations in all rounds has been discussed with a brief stance 

on Finite Field and its related algebraic operations to correlate between polynomials and 

binary functions. Results of each stage of transformation for first round of operation during 

encryption, and last round of operation during decryption has been shown in a state matrix 

format as is managed up during AES implementation. The overall performance from the 

viewpoint of a customer has been discussed herewith in this chapter. Majority of the process 

was supported by MATLAB’s GUIDE tool. Overall idea behind this section of the thesis 

was to express that MATLAB is not only good for mathematical depictions but also 

provides a better approach to correlate among various cryptographic operations.  
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4. DESIGN OF AES 128 BIT CORE IN FINITE 

FIELD ARITHMETIC 

4.1 INTRODUCTION 

With the incessant escalation in processor speeds, approaches to implement data security 

befitted its vitality. Initially Data Encryption Standard (DES) with its 56 bits key length was 

sufficient for majority of its purposes till 1990s. Nevertheless with time elevating processor 

speeds made the brute force attack of breaking an algorithm by vexing every possible key 

approachable. 

NIST in January of 1997 initiated a pursuit for an enhanced and more secured alternative to 

DES that would replace it with more flexibility and lesser vulnerability to attacks from 

intruders. AES was the platform and after numerous verification and testing Rijndael was 

selected as the best substitute to DES for future scope in December 2001 [17]. This section 

in the dissertation will discuss an execution of the AES algorithm and will be referred to as 

AES 128 bit core. 

4.2 ENCRYPTION ALGORITHM 

4.2.1 Overview 

Security of data is ensured by mathematical transformations on a sequence of bits through 

encryption. Key, a sequence of bits, is needed for these transformations. Public key/Private 
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Key pairs and symmetric key encryption are basically the two styles of encryptions. 

Public/Private key pairs have the advantage of being more secure since anyone can encrypt 

its data using public key, but only private key owner will be able to decrypt it. Nevertheless 

the algorithm demands the key pair to be large enough, at least 1000 bits, keeping the 

private key secure, eventually slowing the encryption or decryption process. Due to these 

reasons, encrypting large amounts of data cannot be possible and only used keys are 

transferred over insecure line or for authentication; but altering symmetric keys are a 

preferred choice for sending chunks of data since conciliation of a single key can afford 

entrance to a partial volume of data only. Symmetric keys are securely distributed and are 56 

to 256 bits in length in many encryption algorithms. These are much faster than 

public/private key encryption and are well suitable for encrypting huge volumes of data.  

4.2.2 Encryption Algorithm Selection 

Rijndael algorithm was selected as AES due to several reasons. Standard algorithm allows 

many users from different background to follow a uniform procedure and use this in several 

platforms. Moreover using a standardized algorithm for encryption alleviates use of the 

decryption process in a uniform manner for designers. The key length used has a greater 

impact on the security of an algorithm. DES is an older algorithm which supports a 56 bits 

key length thus having a much smaller key space to exhaust, but considering 128 bits of 

AES key, it would take statistically [10] 1.5 x 10
14

 years approximately to break.  

AES algorithm has been discussed and implemented using MATLAB earlier in this 

dissertation. In this section AES has been designed and coded using VHDL and simulation 

results are shown. Very High Speed Integrated Circuit Hardware Description Language 

(VHDL) is a US IEEE 1076 standardized programming language for designing and 

modelling digital hardware systems. The VHDL design methodology uses a software 

simulator tool to simulate design to verify its functionality and timing and a software 

synthesis tool to create the logic described by VHDL.  



DESIGN OF AES 128 bit core 

50 
 

4.2.3 Encryption Implementation of AES 128 

VHDL is used due to its flexibility in design and implementation in various devices. The 

AES 128 core algorithm was coded in VHDL for a VLSI implementation [25] [26]. Each 

individual block was synthesized and simulated in XILINX 14 ISE tool. Even for writing, 

debugging and optimizing the code for improved performance, this tool is utilized. An 

overall idea of AES encryption for depicting the code is displayed in Figure 4.1. 

 

Figure 4.1 Overview of AES 

Key Expansion Operation 

In this operation, the cipher key is expanded to be used as 11 round keys, in the 10 rounds of 

AES encryption as well as decryption algorithm. Figure 4.2 depicts this operation with a 

RTL block view diagram. 
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Figure 4.2 (a) RTL Schematic and (b) block diagram of KeyExpansion Operation 

Simulation result for this KeyExpansion Operation is displayed in Figure 4.3. A random 

input in hexadecimal is taken as an input and the corresponding output is checked with a 

control signal i. 

 

Figure 4.3 Simulation result for Key Expansion Operation 

AddRoundKey Operation 

In this operation, the round key is XORed with each byte of the previous state in the 10 

rounds of AES encryption as well as decryption algorithm. Figure 4.4 depicts this operation 

for a single state. 
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Figure 4.4 (a) RTL Schematic and (b) block diagram of AddRoundKey Operation 

 

Simulation Result for the AddRound Key is depicted in Figure 4.5. A random hexadecimal 

128 bit data from a state matrix is fed to the AddRoundKey operation with a key of 128 bit 

size to generate another state matrix of 128 bit size as the output. 

 

Figure 4.5 Simulation result for Add Round Key Operation 

A detailed view of a single stage AddRoundKey operation for a random transformation is 

depicted in Figure 4.6. As can be seen from the figure, a set of input key and data is fed to 

the XOR block to generate the output set. The KeySchedule (KeyExpansion) is a part of the 

AddRoundKey operation. 
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Figure 4.6 Single stage operation of AddRoundKey transformation 

 

Sbox 

A code for generating the SBox and storing it in ROM is designed that shall be called for 

and used in numerous operations. A block diagram is depicted in the Figure 4.7 

 

Figure 4.7 RTL Schematic of S-Box generation 

SubByte Operation 
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In this operation, when the previous state is fed as input, each element is substituted with 

another element from a substitution table (S-Box) hence generating a new table as next state. 

A block diagram is displayed for its operation in Figure 4.8. The figure displays the usage of 

sbox for generation and substitution of all entities in a state matrix of the SubByte operation. 

Displayed block is a randomly chosen part of the operation. 

  

Figure 4.8 (a) RTL schematic and (b) Block diagram of SubByte operation 

 

ShiftRow Operation 

In this operation, the previous state, in the 10 rounds of AES encryption as well as 

decryption algorithm, is cyclically shifted for the next state. This operation for a single state 

with simulation result for the ShiftRow operation is shown in Figure 4.9 

 

Figure 4.9 Simulation result for Shift Row Operation 

The simulation figure is a hexadecimal representation that confirms the shift row operation. 

The first four digits are not shifted, but the next four are shifted once, next four twice and 

the next four thrice cyclically with respect to its fed hexadecimal input. 
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Mix Column Operation 

In this operation, each row is multiplied with a column of a Multiplicative constant matrix, 

in the 10 rounds of AES encryption as well as decryption algorithm. Figure 4.10 and Figure 

4.11 depicts block diagram and RTL schematic of this operation for a single state. 

 

Figure 4.10 Block Diagram of MixColumn Operation 

 

Figure 4.11 Schematic Diagram of a MixColumn Operation 

Simulation result for a single stage MixColumn transformation is depicted in Figure 4.12. A 

random example is taken for displaying the results. 
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Figure 4.12 Simulation result for Mix Column Operation 

The result displays the multiplication of a randomly fed input with a multiplication constant 

to result the output in a state matrix format. 

Cipher_Decipher Operation 

This algorithmic operation encrypts and decrypts a plaintext with a cipher key to give a 

cipher text, and eventually extracts back the plaintext, in the 10 rounds of AES encryption as 

well as decryption algorithm. Figure 4.13 and Figure 4.14 depicts this operation for a data 

(plaintext) of 128 bit and a key (cipher key). 

 

Figure 4.13 Block Diagram for AES top Module 
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The schematic diagram of VHDL designed AES algorithm for the first round is depicted in 

figure 4.14. 

 

Figure 4.14 RTL Schematic for AES top Module 

Simulation result for the overall AES 128 bit core is shown in Figure 4.15. This figure gives 

a hint on the exact performance of a cryptographic algorithm towards its authorized 

customers. The fed input should be encrypted to a gibberish format while sending through 

an insecure media. An authorized receiver can decrypt the message to the original message, 

and is been shown in the figure. 

 

Figure 4.15 Simulation result for AES 128 Algorithmic Operation 

4.2.4 Basic Architecture 

The AES 128 bit core meets the specification of NIST FIPS-197.  Each of the round keys 

are generated in two steps. Calling equation (4.1)  

)())(( 33 CfRConxorCSBboxRotWord       (4.1) 
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Then it can be seen that 

03

'

0 )( CxorCfC   

103

'

1 )( CxorCxorCfC   

2103

'

2 )( CxorCxorCxorCfC   

32103

'

3 )( CxorCxorCxorCxorCfC   

where Ci is the column i of the current roundkey and '

iC  is the column I of the next round 

key. Initiating this step along with the addkey operation of the previous cycle, the next step 

is done with the combined S-Box and ShiftRows step. Inputs to the overall processor is: 

clk_i is the system clock such that operations on the data input and output check an event at 

the rising edge. The rst_i button is an asynchronous reset which is active high and initializes 

all inputs to all stages and final output to zero. The plaintext_i and keyblock_i is a 16x8 bits 

input. Ciphertext_o is a 16x8 bits ciphertext output. The whole timing diagram is shown in 

Figure 4.16 for the AES encryption stage designed core.  

  

 

Figure 4.16 Timing Diagram 

The overall performance of the AES core was verified and analysed with various test vectors 

for encryption and decryption some of which were displayed in this section. Implementation 

of this core in FPGA is discussed in details in the next section.  
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4.3 FPGA IMPLEMENTATION 

In order to evaluate AES candidates, the primary criteria NIST used included security, 

efficiency and flexibility in hardware and software platforms. Among the five finalists, since 

there were neither any breakthrough in their cryptanalysis nor in software performance 

evaluations, their hardware efficiency were evaluated. This assessment in the Third AES 

conference [27] aided and differentiated among the performance of all finalists and provided 

a substantial measure to choose the finalist. This process was the first efficient hardware 

implementation of AES on Field Programmable Gate Array (FPGA) [28] [29] contributed 

by a survey done by participating university groups. Significant improvement has been 

reported since then in various operations of AES including compact designs for minimum 

area, high-speed, highly pipelined architectures for better optimization in its performance 

and implementation, and new structures for entire encryption/decryption unit [30]. 

Field Programmable Gate Arrays (FPGA) characteristics in consideration to 

implementations of cryptographic transformations are very different in functioning as well 

as implementation than Application Specific Integrated Circuits (ASIC). It begins with 

behavioural description in hardware Description Language (HDL) and continues till the 

physical implementation and performance analysis. FPGAs are already built and are 

reconfigured by designers. Performance characteristics of FPGAs encompass some features 

which are of much research value. It has the capability of utilising pipelining and parallel 

processing. Apart from that, word size in FPGAs is variable and its performance speed is 

fast as well.  

Functionality in FPGAs comes with some helpful algorithmic agility [31]. It moderate with 

the tamper resistance against any attack and has limited access control to keys. Though the 

design cycle includes description languages like VHDL and Verilog HDL, yet the design 

cycle is moderately long. The design tools used for FPGA implementation are moderately 

expensive, but its maintenance and upgrades are inexpensive. 

Finally the described AES 128 bit code was implemented on various FPGA boards with 

different architectures whose results are shown in Table 4.1 given below.  
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ALG. FPGA LUT FF Slices Bond 

IOBs 

Gclk Freq 

(MHz) 

AES 
SPARTAN3E 

xc3s500e-fg320 

4253 

45% 

453 

4% 

2226 

47% 

23 

9% 

2 

8% 
41.5 

AES 
VIRTEX2P 

xq2vp70-5ff1704 

4284 

6% 

451 

0% 

2235 

6% 

23 

2% 

2 

12% 
43.5 

AES 
VIRTEX 5 XUPV5-

LX110T 
31012 13361 21278 386 

1 

4% 
211.4 

Table 4.1 Resource Utilization (FPGA) 

Various FPGA boards are used for better performance evaluation using separate 

architectures of AES. A micro statistics using Virtex V FPGA board is shown along with 

this report displaying the number of ROMs, XORs and Flip-Flops are utilized in the 

pipelined AES architecture. 

Macro Statistics 

# ROMs                                               : 204 

 256x8-bit ROM                                   : 204 

# Registers                                           : 8120 

 Flip-Flops                                            : 8120 

# Xors                                                 : 659 

 8-bit xor2                                            : 457 

 8-bit xor3                                            : 22 

 8-bit xor4                                            : 180 

4.4 APPLICATION  

FPGA is a platform whose application irrespective of constituents is enormous. Among 

many applications, cloud computing is one of the areas which is being explored with an 

option of better security through this pipelined architecture. 
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Cloud Computing 

FPGA implementation of AES has numerous application and few of them are in huge 

research. Cloud computing is one such platform which is a combination of several key 

technologies that have evolved and matured over the years. It has a potential for cost savings 

to enterprises but the security risk are also enormous. It has been argued that it is very 

important to take security and privacy into account when designing and using cloud 

services. Security in cloud computing was elaborated in a way that covers security issues 

and challenges, security standards and security management models. There is no suspicion 

that cloud computing is an advance fashion in future. Cloud computing carries a nearly 

endless computing capability, decent scalability, service on-demand and so on, including 

trials at security, privacy, legal issues and so on. To welcome the upcoming cloud 

computing epoch, explaining the prevailing concerns becomes ultimate urgent. New 

research [32] has been done on the concept of FPGAs as a trusted platform for cloud 

services. Though the real world scenario of using these cryptographic algorithms in these 

patterns may not be effectively acceptable, yet FPGAs provide a better alternative to 

emulate the successful performance of a cloud computing platform in such software and 

hardware based model. 

4.5 CONCLUSION 

AES 128 bit core was designed using VHDL for both encryption and decryption with the 

help of XILINX synthesis and simulator tools. Detail process blocks for a transformation 

were described with random examples to illustrate its functionality amid description of its 

performance. Finally an implementation was showed on various FPGA platforms. The 

corresponding results for the implementation has been reported. A macro statistics for the 

implementation in Virtex V FPGA board has been detailed. Further work will be done on 

this code with necessary improvements in its architectures. Application for this 

implementation has also been discussed in this part of the dissertation with some research 

focus on a specific application area that is cloud computing. 
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Chapter-5 

5. SECURITY PARADIGM OF FGPA AGAINST DPA 

ATTACKS 

5.1 INTRODUCTION 

Cryptography has befallen nearly an omnipresent element in everyday verve. Cryptographic 

protocols protect information being shared with unauthorized parties whenever an individual 

logs on to a computer, does transaction online or connects to a wireless network. Generally 

symmetric key encryption aids in securing these digital communications. In this form of 

encryption, sender and receiver parties together share a predetermined key to encrypt and 

decrypt messages and communicates with each other. This encryption process is widely used 

to secure digital communication channels. If security is somehow compromised and an 

attacker gets hold of the secret key, he/she may replicate a device, send deceptive messages 

or eavesdrop on clandestine messages assumed to be passed through secured communication 

channels. Moreover, an attacker can even endeavour to decipher messages from cipher text, 

after they acquire the key attempting with all possible values since it is limited to a finite 

length. Keys need to be of huge length such that even brute force attempts take decades 

[33]to make a match. 

In modern era, wireless communications which use air as a medium of transmission for 

networking are susceptible to tampering and eavesdropping. Emerging mobile and 

biomedical devices face security concerns and incorporate cryptographic techniques like 

data encryption or message authentication. Energy constrained applications such as the 

battery-operated devices, use cryptographic engine [34] which should be designed in an 

approach for least energy consumption. In passive attacks, the attacker’s goal is to obtain 
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information. An active attack may change the data or harm the system. Nevertheless 

hardware security is vulnerable to side-cannel attacks.  

The objective of this research is to design a secure 128 bit AES core that is defiant and 

protected against side channel information leakages. Various side channel attacks related 

information needs to be analysed before designing such code. Few of them have been 

discussed with a brief impact on its applications in practical sense. This section of the 

dissertation explores the vulnerability of an FPGA implementation of AES to a class of side-

channel attack known as Differential Power Analysis (DPA).  

5.2 SIDE CHANNEL ANALYSIS 

Conventional cryptanalysis considers crypto systems as mathematical objects. These are 

based on assumptions that one knows the details of the cryptographic algorithm; one may try 

to find out secret keys from the inputs and outputs, one does not consider the weakness in 

hardware implementations and implementation of a strong algorithm is not necessarily 

secure.  

On the other hand a Side channel attacks exploit information from hardware. It seeks to 

acquire gen about the key of a cryptosystem by taking advantage of physical channel’s 

information leakages [35]. It is easy to carry out and does not require expensive equipment. 

Various Side Channel Attacks include electromagnetic emissions, power consumption, 

faulty outputs, design details, heat, sound and timing. In this work focus is put on the power 

analysis attack. 

The side channel leakage can be confirmed while a device is in operation. Flaws in 

implementing a cryptographic algorithm or hardware checks and limitations [36] are the 

main source for an attacker to get hold of the encryption key. However strong a 

cryptographic algorithm mathematically may be, leaked information of the encryption 

process mainly delay, power or electromagnetic emanations [37], assists an attacker in 

speculating secret key of the cryptographic engine. Among others, attack through power 

analysis is the most common. 
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Power consumption measurement in a circuit is done simply by inserting a small resistor (in 

ohm) in series with power or ground input [36] and calculating current by dividing the 

voltage across it by the resistor. Power analysis is the most often used side channel attack on 

various cryptographic algorithms due to its simplicity and effectiveness. It requires physical 

access to a device to collect the necessary power information, by which it can analyze the 

information and garner facts about the secret key. Basically there are two types of power 

analysis, Simple Power Analysis (SPA) and Differential Power Analysis (DPA). 

5.2.1 Simple Power Analysis 

Simple Power Analysis (SPA) involves direct elucidation of power consumption 

measurements during cryptographic operations. With various operations running power 

consumption differs and depending on these an attacker can determine which instructions 

and operations are performed in which order and even sometimes extract the secret key.  

The magnitude of variations in SPA for power consumption is too less to yield key materials 

for many hardware implementations. Even many SPA features will be shrouded due to 

avoiding measures that use secret key for conditional branch when a mismatch due to 

memory comparison in intermediate operations occurs. 

5.2.2 Differential Power Analysis 

A superior technique for analysing unruffled power consumption measurements, Differential 

Power Analysis (DPA) aids in extracting various undisclosed information from diverse 

cryptographic operations in a strategic manner. Simple Power Analysis (SPA) cannot be 

used to exploit the altering power preconception via emitted power consumption as noise 

through different cryptographic engines (like smart cards) or algorithmic hardware 

implementation (like FPGA). DPA eventually proves to be a better analysing technique in 

comparison to SPA. A further look into DPA's methodology and some countermeasures 

against DPA attacks are discussed in this part of the dissertation. 

In order to implement DPA attack, an attacker should have a knowledge of the captured 

ciphertext values without having a gen of the plaintext. An attacker observes a series of 

encryption denoted by m, measures their corresponding power traces denoted as T and each 
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is sampled to k samples a piece. This whole arrangement is recorded as T1..m[1..k]. Further 

the corresponding ciphertext values are recorded and represented by C1..m. For calculating 

the target bit b, a selection function D(C,b,Ks) is defined, to analyse DPA attacks and get its 

countermeasures, when provided  with the key guess Ks. 

5.3 DIFFERENTIAL POWER ANALYSIS AND ITS ATTACK METHODOLOGY  

DPA was introduced by P. Kocher and colleagues [36]. In comparison to SPA it is more 

powerful and its prevention is tougher as well. In this analysis, coordination of various 

power consumption for altering state (0 or 1) is necessitated. Various phase such as data 

collection and data analysis needs to be carried out. The attackers follow a series of steps to 

gather the required information to crack a puzzle. They strategically gather several power 

consumption curves by assuming a key value and further divide these data into two groups 

(0 and 1 for chosen bit). For analysing these plots, assuming the corrected key, calculation 

of mean value curve of each group is done and with no negligible difference. 

The concept of Side Channel Analysis is introduced in 1996 by Kocher [36]. Among various 

Side Channel Attacks DPA is the most powerful one in cryptographic implementation [38]. 

Statistically assumption of the secret key in DPA is carried out by analysing the correlation 

within the processed data and the power trace. Utmost significant resource to discover the 

secret key is through power consumption [39] [40]. An attacker/intruder initially has to 

observe m encryption operations in sequence, sketching the power intake in the channel 

T1..m[1..k], sampling k times per trace, and cipher texts C1..m.  

In DPA, for verifying a secret key Ks is assumed, to compute the bit b of an intermediary 

value in the encryption process for a selection function D(Ci,b,Ks). Evaluation of the 

differential trace ΔD[1..k] is carried out by analysing the variance between the average of 

the traces for which D(Ci, b,Ks) is 1 and that for which D(Ci,b,Ks) is 0.  

DPA peak [41] is another significant term used in this analysis. When the assumed secret 

key Ks is incorrect, for nearly half of the cipher text Ci the bit from the function D will differ 

from the actual target bit. On a correct hypothesis Ks theoretically, the value of ΔD[b] is 

non-zero when there is a uniform distribution of “1” bits inside the algorithm and a correct 
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selection of the value of b as well as the text message is done. There will be no significant 

appearance of peaks for incorrect keys if ΔD[b] tends to 0. For concealing the accurate key 

as well as secluding it from attackers, the differential trace can be made even and removing 

the DPA peak as well will aid in its privacy. 

Numerous implementations have been done against DPA in software as well as hardware 

level. Description of few hardware implementation [42] [43] [44] against prevention of 

message outflow has been incorporated, due to high scope of data leakage through physical 

implementation of cryptographic algorithm. A few proposals for protection against DPA 

through some random sequence of operations [42] [10] [45] software methods and data 

masking [46] were discussed. Though few proposed cryptography algorithmic 

randomization of execution operations have not succeeded in implementations, yet they set a 

good method against DPA. Adaptation of few cryptographic algorithms like DES, AES or 

RSA was achievable. Data Flow Graph (DFG), which is a graphical depiction of the "flow" 

of data through an information system, sculpting its procedures, to represent cryptographic 

algorithms, five concrete algorithms have been proposed that can be adjusted to various 

cryptographic strategies.  

In this section, the main offerings include: 1) Representing cryptographic algorithms with 

adaptable DFG; 2) Adapting various cryptographic schemes by proposing novel algorithms 

for randomized execution; and 3) Evaluating our proposed methods through experiments.  

5.4 MOTIVATIONAL EXAMPLE 

This part of the dissertation illustrates the randomized executions of tasks in a loop with a 

motivational example, thus displaying its defence against DPAs. Figure 5.1 shows example 

of a body of a loop program as the DFG, consisting of five task nodes. In this DFG an edge 

is the representation of the data dependency between two task nodes. Assuming that 

execution of each task consumes a stable amount of power, for example say 50 for node A, 

60 for node B, 30 for node C, 70 for node D, and 20 for node E, respectively. In this case, a 

legal schedule is concluded when all data dependencies are met by a sequence of nodes in 

the DFG. As it is apparent, various legal schedules of a DFG can be demonstrated.   
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Figure 5.1 The DFG correspond with the loop in motivational example. 

Each iteration usually in a loop body, task are performed with a fixed sequence. Assuming 

that in example the task loops 5 times with the fixed order “A-B-E-D-C”, there is consistent 

power consumption in each step, equalising corresponding task’s power consumption. The 

average power consumption’s plot of steps after three iterations is “50-60-20-70-30”. A 

attacker can without difficulty acquire the precise order of the undertaking execution with 

this data by evaluating values of this trace with the power consumption of each task.  

Nevertheless, the accurate sequence of task execution will be tough to scrutinize if a loop is 

executed with altered schedules in diverse iterations. When the loop is executed 5 times with 

different schedules for example, “A-B-E-D-C”, “D-B-E-A-C”, “A-E-B-C-D”,“ B-A-C-E-

D”, and “E-A-B-C-D”, Table 5.1 shows the average power dissipations. The various 

denotation are explained as follows: iteration is column “It”, execution sequence is “ES”, 

step i is“S(i)”. This power analysis attack aids the hackers to extract useful information. The 

power values as per the speculated task node are analysed with the distribution of the power 

values. Thus more the power gap between two consecutive task nodes, it makes hackers 

identify the vulnerability of the data easily. So to prevent the data from being extracted more 

uniform power dissipation distribution is necessitated. Few statistical calculations for further 

analysis includes the unbiased standard deviation of sequence “50, 60, 20, 70, 30” as 20.736, 

and the unbiased standard deviation of sequence “50, 48, 38, 40, 54” as 6.782. As is evident 

from the figures, the one that has more even scattering makes is tougher for hackers to 

analyse power. Various legal schedules realised in repetitions of a loop is shown in this 

motivational example. Moreover average power consumption is further unvarying than that 

of the orthodox fixed schedule. Consequently, FPGAs can be secured against DPA attacks 

effectively.  
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Table 5.1 The power value sequence of random executing. 

It ES S(1) S(2) S(3) S(4) S(5) 

1 A-B-E-D-C 50 60 20 70 30 

2 D-B-E-A-C 70 60 20 50 30 

3 A-E-B-C-D 50 20 60 30 70 

4 B-A-C-E-D 60 50 30 20 70 

5 E-A-B-C-D 20 50 60 30 70 

Average 

Value 
 50 48 38 40 54 

5.5 RANDOM EXECUTION 

A Data Flow Graph G =< V,E, p > is made use of in this thesis as a weighted directed 

acyclic graph, where the power dissipation of a set of task nodes V is denoted by p and the 

set of edges E ⊆ V ∗ V defines data dependencies. Figure 5.2 shows the randomized 

execution algorithmic design, in which each iterations is directed by a controller placed prior 

to it. Input to the controller part is the DFG, which on the other side of the controller directs 

a legal schedule which is sequence for task nodes.  

     

 

Figure 5.2 The flowchart of randomized execution scheme.  
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In the following part of the dissertation, we have discussed few algorithms for randomized 

execution 

Algorithm 1: Randomized Ordering (RO) Algorithm 

Active task nodes are certain nodes which are valid for execution at a step while 

implementing a loop. A ready-to-run list is a set of these active task nodes for which a 

random number generator (RNG) is employed, in order to select at random one of these task 

nodes out of the list for randomizing execution. Once a selected task node is executed, it is 

removed from DFG and again the list is updated. As has been shown in Algorithm 1, this 

loop iterates till all the task nodes have been implemented.  

By and large, apart from few special cases like strictly sequential DFG, randomized 

execution of a loop by this algorithm builds a fine line of defense against DPA attacks. In 

the strictly chronological DFG at each step only one node prepared, making it difficult for 

the random execution. In the next subsection an improved version of this algorithm is 

discussed to resolve this issue named INRO.  

Algorithm 1: Randomized Ordering (RO) Algorithm.  

The input is a Task Graph Gt = ⟨V,E⟩, RNG.  

The corresponding Output will be:  

Randomization of loop at every iteration is carried out for execution. 

1: Initially Schedule SL ← 0;  

2: for 1 to n do iteration 

3: from original DFG, V ← Get task nodes set;  

4: Vleftover ← V ;  

5: for second iteration j = 1 to taskNum do  

6: Ready-to-run List VRL ← Get all active task nodes;  

7: Array RL ← VRL;   

8: lengtℎRL ← Get the length of Ready-to-run List;  

9: rdm ← Random Number In Intervel [1, lengtℎRL];  

10: SL ← SL ∪ RL[rdm];  

11: Vleftover ← Vleftover − RL[rdm];  
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12: after deleting the task RL[rdm] update the DFG; 

13: end for second iteration 

14: end for initial iteration 

15: return Legal schedule SL;  

 

Algorithm 2: Independent-Noise Randomized Ordering (INRO) Algorithm  

Introduction of a noise node concept came into foray to unravel the issue of random 

execution of a chronological DFG whereby the power dissipation is 0 or negligibly small. 

Thus inserting a mannequin of a set of instructions to a program, in a real world scenario, is 

sufficient to generate a noise node. As a consequence, this special random execution 

becomes similar to RO on the addition of some noise nodes in the original DFG.  

Though INRO algorithm is competent enough to randomize the execution of a strict 

sequential DFG, yet since a portion of the DFG is strict sequential, it makes the task a bit 

difficult. However in some cases INRO algorithm counters issues due to its noise nodes 

evenly distribution throughout the DFG. In case of an example where in a DFG where a tree 

is follows by a lone path, more noise nodes is countered in the lone path section, compared 

to that in the tree section. The execution speed of the system is hampered by the tree 

section’s noise nodes. This does not aid in randomizing the execution.  

Algorithm 3: Advanced Independent-Noise Randomized Ordering (AINRO) Algorithm  

A new concept Maximal Degree of Parallelism (MDP) for a DFG is defined in this section. 

It is the parallel execution of maximal number of task nodes. For improving the solution, a 

redefined ready-to-run list is implemented in this algorithm. In a given step, certain valid 

and active task nodes and necessary noise nodes for execution are declared in the Ready-to-

run list. Apparently the MDP of a DFG is less than the number of active task nodes. For 

randomizing the execution as well as distribution of more noise nodes in the sequential part 

of the DFG , three conditions has been declared for choosing the extent of ready-to-run list;  

1. Ought to be equivalent to the MDP.  

2. Ought to be equivalent to twice the active task nodes.  
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3. Ought to be equivalent to the total number of active task nodes and leftover 

noise nodes.  

For effective distribution of noise nodes, the above three conditions should be satisfied 

following the length of ready-to-run list. Until a task node is selected, we choose a node 

randomly. After this the ready-to-run list is updated and the loop continues according to this 

rule.  

Algorithm 3: Advanced Independent-Noise Randomized Ordering (AINRO) Algorithm.  

The Input will be a Task Graph Gt = ⟨V,E⟩, RNG, noiseNum.  

Corresponding Output:  

Randomized of every circle of the loop for execution.  

1: Schedule SL ← 0;  

2: MDP ← Acquire the number of maximal parallel maximal task nodes;  

3: do for iteration = 1 to n  

4: V ← Acquire the Tasks Set from original DFG;  

5: Vleftover ← V ;  

6: actNoise ← noiseNum;  

7: do for j ← 1 to taskNum   

8: AT ← Acquire a set of Active Task nodes from DFG  

(Vleftover);  

9: Ready-to-run List VRL ← AT  

10: Array RL ← VRL;  

11: lengtℎAT ← Acquire the length of AT;  

12: lengtℎRL ← Min(lengtℎAT + actNoise,  

2 ∗ lengtℎAT ,MDP);  

13: if lengtℎAT < lengtℎRL then  

14: add RL to (lengtℎRL − lengtℎAT ) noise nodes ;  

15: end if  

16: do for i = 1 to lengtℎRL   

17: noiseNumCT ← 0;  

18: rdm ← RandomNumberInIntervel[1, lengtℎRL];  
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19: SL ← SL ∪ RL[rdm];  

20: if RL[rdm] is a noise node then  

21: noiseNumCT + +;  

22: RL ← RL − RL[rdm];  

23: else  

24: exeT ask ← RL[rdm];  

25: break;  

26: end if  

27: end for  

28: Vleftover ← Vleftover − exeT ask;  

29: actNoise ← actNoise − noiseNumCT ;  

30: end for  

31: end for  

32: return Legal schedule SL;  

 

Algorithm 4: Trapezoid Randomized Ordering (TRO) Algorithm  

A new concept called Trapezoidal Decomposition for a DFG, is defined in this section. In 

this two straight line segments are called in the plane noncrossing, if and only if their 

intersection is either a common endpoint or else empty. Let us assume a set of n 

nonhorizontal, noncrossing closed line segments denoted by S. Two horizontal rays are 

drawn at the beginning of each endpoint of the segment S. Until a ray hits a segment of S, 

one ray is extended towards the left and the other one towards the right. The horizontal 

extension through p is the union of these two possibly truncated rays emanating from p. The 

trapezoidation of S, or T(S) for short is the segment of S forming a plane graph together 

with the horizontal extensions through the endpoints. It is justifiable to describe the faces of 

T(S) as trapezoids since each face of T(S) has two horizontal sides (one of which might have 

length 0). 

Algorithm 4: Trapezoid Randomized Ordering (AINRO) Algorithm Few notations are as 

follows: Let Log
(i)

 n be the ith iterated logarithm, i.e. log
(o)

 n = n and for i > 0 we have log
(i)
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n = log(log
(i-1)

 n). For n > 0 let log* n denote the largest integer 1 such that log
(l)

 n ≥ 1, and 

for n > 0 and 0~ h s log* n let N(h) be denoted as [n /log
(h)

) n]. 

In consecutive order along a simple polygonal chain C, the input to the algorithm below is C 

of n segments. 

1: Generate s1, s2, . . sn, a random ordering of the segments of C 

2:Generate YI, the trapezoidation for the set {s,} along with the corresponding search 

structure 

3:For h = 1 to log* n do iteration 

 1) For N(h - 1) < i 6 N(h) do iteration 

  2)Obtain trapezoidation z and search structure Zi from Zi-1 and by inserting segment si. 

3)Trace C through TN(k) to determine for each endpoint of all non-inserted segments the 

containing trapezoid of Y&). 

For N(log* n) < i G n do 

4) Obtain trapezoidation q and search structure & from z_, and Zi_l by inserting segment si. 

 

Algorithm 5: Multilevel Randomized Ordering (MRO) Algorithm  

A new concept for graph partitioning is discussed in this subsection. This is implemented 

amid sets of a DFG in a well-organized method to reduce the sum of the weights of edge 

crossing. Among the two loops nested is this algorithm, until no supplementary development 

of partitioning is necessary the outer loop allocates tried sequences. From one set to the 

other, a sequence of moves of vertices is presided over by the inner loop.  

Algorithm 5: Multilevel Randomized Ordering (MRO) Algorithm  

1: Until discovery of no better partition 

2: Best Partition: = Current Partition 

3: All initial gains compute 

4: Until reaching Termination criteria 

5: Move the selected vertex 

6: Perform move 
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7: Gains of all neighbours of moved vertex is updated 

8: Best Partition := Current Partition iff Current Partition is balanced and better than Best 

Partition 

9: End Until 

10:Current Partition:= Best Partition 

11: End Until 

5.6 EXPERIMENTAL RESULTS 

Some steps are followed in a procedure to conduct DPA on AES. In the beginning, selection 

of an intermediate bit is done for analysis. Sub-Bytes operation is independently carried out 

in each byte, thus at the final round S-Box is targeted. Figure 5.3 show that the next 

operation includes XOR operation with final round key value. The power traces are 

collected at this point. Furthermore the corresponding ciphertext are as well noted in this 

point. Either through computation or by guessing the intermediate values corresponding 

with the cipher key for the key byte is analysed. Thereafter, the partition of power traces is 

taken place into two sets. One set representing power traces for computing bit ‘1’ and the 

other set representing power traces for bit ‘0’. Computation of average of each set is 

prepared and noted. Calculations of the differences between the averages are tracked. When 

the average depends on the selected bit and the bit leaks, observation of the correlation will 

be made. For DPA on AES, this repetition will be going on with similar power 

measurements for another 255 key byte speculation. 

 

Figure 5.3 Intermediate value to conduct DPA trace 

A few experiments on benchmarks from Mibench [47]  with some algorithms have been 

displayed. The power test platform has been done using the Sim-Wattch [48] with various 
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benchmarks selected from Mibench. It is compiled using a GNU ARM-elf cross compiler as 

ARM-elf executable. The system overhead reduces on restricting the number of noise node. 

In INRO algorithm, to the original DFG ⌊Nnode 10 ⌋ noise nodes is added as well as in 

AINRO algorithm. Here the number of task nodes is represented by Nnode in original DFG. 

Consequently, the overhead is under 10% on time just by adding noise nodes.  

 

Figure 5.4 Comparison of unbiased variance of RO, INRO and AINRO 

In the work described in Jiayin Li, et al,  [39] the comparison of unbiased variances of the 

conventional loop execution, RO, INRO and AINRO has been done. Figure 5.4 shows the 

unbiased variances of the conventional loop execution, RO, INRO, and AINRO [39].  

The comparison of unbiased variances of the conventional loop execution, RO, INRO and 

AINRO has also been analysed. Figure 5.5 shows the improvement (%) of RO, INRO, and 

AINRO, as well as the comparison of the conventional loop execution [39]. The comparison 

of TRO and MRO has not been included since research is being continuing on its 

implementation and sufficient tests have not been done to reach any conclusion or do an 

assessment. The research has been on a naïve state to include the results for this thesis. 



SECURITY PARADIGM OF FPGA AGAINST DPA ATTACKS 

77 
 

 

Figure 5.5 Improvement in Comparison of unbiased variance of RO, INRO and AINRO 

The similarity in operation between AINRO and INRO algorithm emerges when the DMP 

(Diverge Merge Processor) [49] of the object DFG is larger than the number of existing 

independent noise nodes. Due to its simplicity in programming as well as the lower 

overhead on the power along with the execution time in such circumstances, the INRO 

algorithm is better. Yet AINRO algorithm executes better when the DFG is sequential or 

approximately sequential. This happens when an object DFG has a very small MDP, 

AINRO algorithm has better performance. A performance evaluation of the above three 

algorithms can be verified in the research work [39]. 

5.7 CONCLUSION 

Side Channel information leakages risk far too vulnerable characteristics of a cryptographic 

unit which can be ever handled. Till now numerous researches has been done to defend 

against the SCA attacks [50], but still it is not enough to guarantee security from them. 

Hardware implementation of these cryptographic units (FPGA, ASIC or microprocessors) 

like AES faces such state of attacks amid others and on a frequent interval its designs are 

updated [51] with a better defiance against them. Few such trails are expressed in this part of 

the dissertation with necessary results and comparison. The comparative results displayed is 

an analysis work done in continuance with the work in [39]. Few algorithms on Randomized 

Ordering are proposed as a countermeasure to DPA attacks in this section. 
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6. POWER ANALYSIS OF AES 128 BIT CORE 

6.1 INTRODUCTION 

Number of cryptographic algorithms that exist is small compared to number of software and 

hardware implementations of these algorithms. In the area of security, complete validation 

of the system is essential. Cryptographic hardware and software implementations are aimed 

and coded in various languages for all transformations. Software implementations are done 

with programming languages such as C, C++, JAVA, and assembly languages. Assembly 

languages are directed for executing in hardware like microprocessor, digital signal 

processors and smart cards. Hardware implementations are done using hardware description 

languages like VHDL and Verilog HDL for implementing ASIC and FPGA approaches.   

In October 2000, NIST on the foundation of security, efficiency in software and hardware, 

and flexibility selected Rijndael as the winner of AES through a series of competition and a 

thorough verification in dissimilar platform. This evaluation process was the first ever 

efficient hardware architecture for AES. The hardware implementation performance 

evaluation in the Third AES conference aided and differentiated amid all finalists and 

provided a substantial measure to choose the finalist amongst five niche competing AES 

candidates. This process was the first ever efficient hardware targeted implementation of 

AES on Application Specific Integrated Circuit (ASIC) contributed by the National Security 

Agency (NSA) group and industry groups [52] [27]. 

As a result of focusing on a single standardized encryption algorithm, vast extent of research 

is possible in different directions using this secret-key block cipher technology. High-Speed, 

compact architectures and optimized design of AES are some of the resultant research being 

done in various areas of development. The countermeasures to defend against side channel 

attacks on an FPGA are a measure of focus in many works and are presented in a lot of 

research papers. But attacks on AES’s ASIC implementation and its architectures to defend 
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against these attacks are being explored. Similar kind of work is presented in this section of 

the dissertation using the coded AES 128 bit core. 

The knowledge required to efficiently pursue ASIC implementation of AES is studied and 

described. A brief indication of the tools required to perform such experiment is also made. 

Results related to timing, power and area utilization in favour of this implementation is 

demonstrated for evidence of an improved AES design.  

6.2 ASIC IMPLEMENTATION 

Application Specific Integrated Circuits (ASIC) characteristics with respect to 

implementations of cryptographic transformations are very different in functioning as well 

as implementation than FPGAs. It initiates with behavioural description and continues till 

the physical layout. After the layout it is sent to a semiconductor foundry for fabrication. 

FPGAs are already built and are reconfigured by designers. Performance characteristics of 

ASICs have the capability of fully utilising pipelining and parallel processing. Apart from 

that, ASICs can operate on arbitrary size words and its performance speed is very fast as 

well.  

Functionality in ASIC comes with no algorithmic agility [53]. It is highly tamper resistant 

against any attack and has strong access over cryptographic keys. Though the design cycle 

includes description languages like VHDL and Verilog HDL, yet the design cycle is too 

long. The design tools used for ASIC implementation are too expensive. Moreover its 

maintenance and upgrades are expensive as well.  

6.3 POWER ANALYSIS 

Power analysis is the task of evaluating the power consumption of an existing design at any 

level. The system-level power analysis with its common principles at any level is 

introduced. Switching activity based power analysis method is a widely accepted process. 

Simulation based methodology or estimation based methodology falls under this switching 

activity. It can be modelled in various levels of details based on the analysed flow.  
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Three stages by which power analysis is done are: RTL level, gate level and post layout 

level. P1 is the RTL power estimator that calculates power in the initial stage. In this case 

Switching Activity Interchange Format (SAIF) file which is an open ASCII format is 

generated by using Synopsys power compiler tool. In terms of static and dynamic attributes 

it captures the switching statistics for each node in the design that should be state and path 

dependent. State dependent static qualities are useful for figuring state dependant leakage 

power and computing dynamic power.  

Power analysis based on RTL simulation is displayed in Figure 6.1(a). RTL simulation 

including sequential elements and hierarchy boundaries, captures the switching activity in 

the design at the synthesis invariant points. Library provides the gate and wire’s capacitance 

and power models. RTL design along with the constraints is synthesized to gate level. Power 

Compiler generated Front SAIF file is used in RTL simulation generating back interpreted 

SAIF file from simulator. The back interpreted SAIF is fed into synthesis tool (Design 

Compiler) and synthesizing the design, after which power P2 can be calculated, as is shown 

in Figure 6.1(a). 

With the exception of non-requirement for propagation of internal activity, the gate-level 

simulation based power analysis flow is alike since activity is captured via gate-level 

simulation at the input pins in the gate-level netlist of all the cells. In order to perform a 

more accurate power analysis (P3), it is possible to use the state and path dependent 

information in the library models and in SAIF since it captured activity in full detail. Figure 

6.1(b) shows the detailed flow similar to RTL simulation flow. Utilizing the value change 

dump (VCD) or VCD formats the complete time-based power profile view of the chip is 

calculated, which based on gate-level based switching activity are produced. The wire 

capacitances as well as other parasitic are back annotated from layout after post placement 

and routing netlist. A detailed analysis of the power dissipation in a design (P4) calculated 

by Primepower depends on the back annotated parasitic file and complete VCD switching 

activity format. Targeting to full-chip capacity it works with gate-level simulation data on a 

gate-level netlist. Along with the average power numbers, it allows designers to trace hot 

spots in design. It also gives the power consumption’s time-based waveforms in different 

parts of design. Figure 6.2 shows the detailed flow. 
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6.4 PARAMETERS OF HARDWARE IMPLEMENTATIONS 

Several performance parameters are characterized for the hardware implementation of 

secret-key ciphers. Some of the major parameters are defined in this section with derived 

formulas that demonstrate reciprocal reliance amid themselves. 

6.4.1 Latency and Throughput 

Latency of encryption or decryption is the time essential to encrypt or decrypt a single block 

of plaintext or ciphertext respectively. Latency for encryption or decryption is in general 

equal, hence a single parameter is sufficient to calculate. The unit of latency with regards to 

current technology is in ns (nanosecond).  

Throughput for encryption (decryption) is the number of bits encrypted (decrypted) in a unit 

of time. A unit of throughput is typically measured in Mbit/s (megabit per second) or Gbit/s 

(gigabit per second). These parameters are related by equation (6.1) 

latency

eouslysimulprocessedblocksofnumbersizeblock
Throughput

tan_____ 
  (6.1) 

Cipher speed for a large encryption or decryption process is measured by this throughput 

which is the encryption/decryption time. For a small process on plaintext (ciphertext), 

throughput and latency both are considered to check the encryption/decryption time. 

6.4.2 Area 

An important parameter for cipher implementation, area measurements is vital due to cost 

effectiveness and limitations on its maximum freedom. Circuit area is basically directly 

proportional to cost of the integrated circuit, but specifically cost depends on cost of a 

package. Boundary for the cryptographic unit’s maximum area is imposed by cost, power 

consumption and available fabrication technology. In ASIC implementation, area is a 

measure of transistor count and logic gate count, which is in the order of µm
2
. The values 
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are a function of standard cell library in semi-custom design method used during and 

reported by logic synthesis tools. 

6.5 IMPLEMENTATION OF BASIC OPERATIONS OF AES IN HARDWARE 

SubBytes and InvSubBytes 

Memory utilization in SubBytes and InvSubBytes operation can be assessed to be 256x8-bit 

look-up table (LUT) each, having same number of 8x8-bit S-boxes [54]. In digital systems 

Read-Only Memory (ROM) is used for implementing LUTs.  In ASIC implementing 

memory is typically costly as far as area is concerned, thus using LUT only for designing is 

a negative measure. This can be reduced to half if internal structure of these operations is 

logically designed partly. But if total designing of these operations is done using logic style 

only, then the amount of memory utilization can be reduced to zero, with the condition of 

using inversion in GF (2
8
). The inversion in GF (2

8
) can be decomposed [55] [56] to GF (2) 

and designed simply with a logic circuit using only XOR gates for addition and AND gates 

for multiplication. Although depending on the selection of specific sign for each field in GF 

(2
8
), critical path (delay) and complexity (number of equivalent logic gates) of a circuit uses 

the underlying field component in GF (2
k
), k being 4, 2 and 1 [57]. 

MixColumns and InvMixcolumns 

The primary differences between the MixColumn and its inverse operation are the matrix 

coefficients represented by large hexadecimal values as can be seen from equation 6.2 and 

6.3. 

The equation 6.2 displays an expression of the MixColumn Operation in matrix form 
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The equation 6.3 shows an expression of the InvMixcolumn Operation in matrix form. 
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These transformations can be articulated as a matrix multiplication in the Galois Field GF 

(2
8
) with each symbol representing an 8 bit element. Since the InvMixcolumn 

transformation uses gates with higher number of inputs, it has a lengthier critical path ain 

comparison to MixColumn. Thus a boundary on the minimum clock period for decryption 

circuit is imposed on the entire encryption/decryption process. 

As far as implementations are concerned, since coefficients in InvMixColumn operation in 

decryption process is larger than that in encryption process, eventually making it slower, 

hardware structures for InvMixColumn is always larger [58]. In order to reduce the 

hardware cost, various approaches are adopted like parallel and serial word-level sharing for 

InvMixColumn decomposition and byte-level and bit-level sharing [59]. Moreover 

MixCoulmn and InvMixcolumn are derived as mutual inverses. 

6.6 IMPLEMENTATION CONSTRAINT 

Implementation of SBoxes and MixColumn Operation mainly determines the efficiency of 

hardware implementation for AES in terms of die-size, throughput and power consumption 

as other operations that are ShiftRow and AddRoundKey are very trivial. 

SBox is a mathematical operation in the finite field GF (2
8
) that substitutes 8 bit from one 

state to another state. With combinational logic design, calculation for this function and its 

inverse can be efficiently completed with read only memory units required for look-up 

tables. Low transistor count, convenience in pipelining with low die size is offered in this 

circuit designing with standard-cell semi-custom design methodology. 
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Almost 20 instances of SBoxes are undergone for AES hardware round function which is 

mainly decided by the architecture's degree of parallelism, throughput and clock frequency. 

Implementation of Sbox for both encryption and decryption differs functionality and its style 

influences size and speed of AES hardware.  

A number of research work has been done on this area, including some improved version of 

AES implementation by its inventors V.Rijmen [60], who suggested an alternative method 

for computing AES-SBox, replacing use of look-up table with combinational logic for 

inverse elements of GF (2
8
) for calculating InvSbox. For this finite field representation 

polynomials are suggested to be the best suited alternative.  

The goal of verification is to convince oneself that a design is behaving as it should. 

Conventional simulation is the most versatile and scalable method of verification [61]. A 

major problem with conventional simulation is that it is incomplete unless the set of test 

vectors is exhaustive. Any cipher that could be verified by exhaustive simulation would be 

susceptible to brute force attacks. Cryptographic algorithms, particularly block ciphers, have 

a regular structure, which aids the verification effort. 

6.7 IMPLEMENTATION REPORT 

A detailed analysis for power calculation of the AES 128 core algorithm is briefed here. 

Figure 6.3 below shows the step by step procedure of ASIC implementation in Synopsys 

Design tool, using Scirocco, VCS and Design Compiler for the power, area and timing 

report. Cadence design tool Encounter is used for creating a layout and generating necessary 

files for optimized report on power consumption. Essential requirements for this 

implementation include Foundry Libraries, Timing Design Constraints for Synopsys, RTL 

code and its test bench. A report on the timing constraints and various results has been 

presented. 
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Figure 6.3 ASIC Implementation for Power Analysis 

6.7.1 Step by step procedure for Power Analysis in the ASIC flow 

The very first step in this ASIC implementation is to design a RTL code for AES and with 

the foundry libraries and timing constraints file it is directed to a synthesis tool like Design 

Compiler from Synopsys for verifying the simulation results. From this power report P1 is 
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obtained. The next step was to store the Gate Level Netlist for a better observation. A test 

bench (T.B. as shown in figure) for the RTL code was scripted and $ dump command was 

added to it to check the simulations using Synopsys Verilog Compiler Simulator (VCS) tool. 

A vcd file was generated from this test bench to observe the switching activity. This vcd file 

when executed through vcs2saif command created a Switching Activity Interchange Format 

(SAIF) file.  

The SAIF file generated along with RTL code, supporting library files and synopsys design 

constraints for timing was forwarded to synthesis tool Design Compiler again for producing 

the second power consumption report named P2 in the next step. A gate level netlist from 

this tool is again stored for usage in next step. The vcd file generated from the VCS tool 

again is executed through vcd2saif command to acquire yet another SAIF file. 

The SAIF file acquired in the last step along with the gate level netlist, supporting libraries 

and synopsys design constraint for timing was fed to synthesis tool Design compiler yet 

again for an improved power consumption report. The netlist stored in this step is named 

Power optimized gate level netlist. The power report generated is named P3. This report 

approximately refers to the optimum power utilized taking into consideration the parasitic 

elements in the circuit. This netlist will be utilized in generating the best power consumption 

report in next step. 

Final step was to generate P4, which is the best optimized power consumption report and 

includes power consumption even by the wires (different layers and metals) around the 

virtually fabricated chip. The netlist along with layout extraction format technology file 

(.lef), synopsys design constraint (.sdc) and library files (.lib) is fed to Cadence Encounter 

tool and generated a layout and Standard Parasitic Extension Format (.spef) file. This file 

when passed through Synopsys Prime Time Px tool along with the vcd file generated in the 

last step and the netlist attains the power report file named P4. 

All these steps have been displayed in Figure 6.3 and the results are reported below with the 

necessary files included in it.  
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6.7.2 Report 

Library(s) Used:  tcbn65gplustc 

Report on Power 

 P1 

• Total Dynamic Power    = 252.2847 mW (100%) 

• Cell Leakage Power     = 145.4375 µW 

 P2 

• Total Dynamic Power    =   7.2804 mW (100%) 

• Cell Leakage Power     =   1.2298 mW 

 P3 

• Total Dynamic Power    =   25.4193 µW (100%) 

• Cell Leakage Power     =   2.1986 µW 

 P4 

• Total Dynamic Power    =   34.2752 µW (100%) 

• Cell Leakage Power     =   8.6741 µW 

Report on Area  

 Number of ports:               386 

 Number of nets:               8137 

 Number of cells:                37 

 Number of references:    33 

 Combinational area:    283732.923244 sq.µ 

 Non-combinational area:     64310.400620 sq.µ 

 Total cell area:            348043.323864 sq.µ 
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Report on Time 

Clock          Period       Waveform    

----------------------------------------- 

clk_i          125.00 ns      {0 62.5}                       

Operational Frequency: 8 MHz 

6.8 CONCLUSION 

The finest choice for a hardware architecture implementation of AES depends on many 

decisive factors. Criterions include facts such as minimum area, maximum throughput and 

its ratio against area, minimum power consumption, etc. It has to support the feedback 

methods of operation such as the CBC or CFB, or non-feedback methods of operation such 

as the ECB and CTR modes. Selecting the choice of hardware implementation FPGA or 

ASIC. Moreover choosing a criterion for resistance to side channel attacks, such as DPA, 

Timing Analysis, etc, may also be included.  If maximum throughput is considered, then the 

operating modes are to be the deciding factors. Architecture of choice would be a full mixed 

inner and outer pipelining of cipher rounds of AES core for best throughput possible. 

Furthermore all the architectures presented in this chapter [62] may be equally secure if 

countermeasures against side channel attacks [63] are inducted in to the circuit or logic 

levels.  

Power Analysis of the designed AES pipelined code for 128 bit core was performed in a 

thorough procedure and the most accurate power dissipation result was reported in this part 

of our dissertation. We observed that P1 value is an approximation in a pessimistic approach 

hence its value is high. P2 depicts the RTL switching activity, P3 portrays the gate switching 

activity. The P4 power results down the line considers the switching activity and various 

leakages, wires as well as parasites for which it is considered to be the most accurate power 

consumption result. 
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Chapter-7 
 

 

7. CONCLUSIONS AND FUTURE WORK 

 

CONCLUSIONS:  

The thesis reported herein investigates the following problems associated with AES design. 

AES can be implemented in software, hardware, and firmware. The hardware 

implementation can use table lookup process or routine that applies a well-defined algebraic 

structure. It has been and certainly proves to be more secured than many block cipher 

cryptographic algorithms, due to its larger key size and various rounds of robust 

transformations. Numerous tests have failed to do statistical analysis of the ciphertext 

eventually making it a perfect defense to brute force attacks. The following conclusions are 

derived from our investigations. 

 AES algorithm has been explored and expressed in details with MATLAB 

simulations in this work. 

 Furthermore, an RTL code using VHDL has been designed with pipelining 

architectures for a better latency and throughput. This design has been implemented 

in various FPGAs with different architectures and the results have been reported. 

 We observe that even against Side Channel Attacks such as DPA, AES throws a 

good defiance when prearranged with enhanced architectures. In this work, various 

randomized execution problem in a loop in order to shield FPGAs from DPA attacks 

have been analyzed. 

 A few algorithms have been proposed to randomize the execution in a loop. In all 

task nodes in a DFG, algorithm RO, INRO and AINRO apply to the situation where 

it costs the same amount of time in the execution. 
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 Finally the designed AES 128-bit core is prepared for ASIC implementation and by 

including necessary files and processing through various steps explained, the 

optimum results derived has been reported in this thesis.  

 

Future Work 

Many Enhancements to the existing core can be made at all levels of this system. A number 

of architectural changes could considerably moderate the area or develop the latency for a 

transaction. The key generation block should be scrutinised. Iterating it in every transaction 

consumes not only a huge amount of time, but also memory space to store it, hence area of 

the design also gets affected. Allowing multiple transactions at a time in a pipeline could be 

the next architectural change. This could abridge error recovery. The implementation can be 

verified further by inserting more randomness in to the tests, eventually improving its 

performance and efficiency.  

The results demonstrated are only preliminary results after FPGA implementation. These 

side channel information leakages need to be confirmed by ASIC platforms or 

microcontrollers. Static Power side channel leakages [64] need to be verified and confirmed 

using modern and sophisticated equipment. This may be a preliminary idea for additional 

exploration and may have some impact on adeptness of DPA countermeasures in near 

future. 

 

 

 

 

  



REFERENCES 

92 
 

REFERENCES 

 

[1]  J. A. Buchmann, Introduction to Cryptography, New York: Springer-Verlag New York, 

Inc., 2000.  

[2]  Pawlan, M., “Cryptography: the ancient art of secret messages,” 4 May 2009. [Online]. 

Available: http://www.pawlan.com/Monica/crypto/. 

[3]  Whitman, M. & Mattord, H., Principles of information security[University of Phoenix 

Custom Edition e-text], Canada: Thomson Learning, Inc. University of Phoenix, 

rEsource, CMGT/432, 2005.  

[4]  K. Taylor, “Number theory 1,” 31 July 2002. [Online]. Available: 

http://math.usask.ca/encryption/lessons/lesson00/page1.html. 

[5]  F. Cohen, “A short history of cryptography,” 4 May 2009. [Online]. Available: 

http://www.all.net/books/ip/Chap2-1.html. 

[6]  Rubin, J., “Vigenere Cipher,” 4 May 2009. [Online]. Available: 

http://www.juliantrubin.com/encyclopedia/mathematics/vigenere_cipher.html. 

[7]  W. Stallings, Network Security Essentials Applications and Standards, New Jersey: 

Pearson Education, 2000.  

[8]  J. Daemen, “Annex to AES proposal Rijndael,” 1998. [Online]. Available: 

http://www.esat.kuleuven.ac.be/~rijmen/rijndael/PropCorr.pdf. 

[9]  M. Arora, “How Secure is AES against Brute force Attacks,” 20 Jan 2013. [Online]. 

Available: http://www.eetimes.com/document.asp?doc_id=1279619. [Accessed Nov 

2013]. 

[10]  J.Daemen, V. Rijmen, “AES proposal: Rijndael,” [Online]. Available: 

http://www.esat.kuleuven.ac.be/~rijmen/rijndael/rijndaeldocV2.zip. 

[11]  F. I. P. Standards, “Advanced Encryption Standard,” FIPS Publicatoin, 2001. 

[12]  B. A. Forouzan, Cryptography and Network Security, New Delhi: Tata McGraw-Hill 

Publishing Company Limited, 2008.  

[13]  “Wikipedia,” 11 Nov 2013. [Online]. Available: 

http://en.wikipedia.org/wiki/Rijndael_S-box. 

[14]  Alex Knapp, “China has the worlds fastest supercomputer,” November 2013. [Online]. 

Available: http://www.forbes.com/sites/alexknapp/2013/11/21/china-still-has-the-



REFERENCES 

93 
 

worlds-fastest-supercomputer/. 

[15]  Wikipedia, “Advanced Encryption Standard,” 14 Jan 2014. [Online]. Available: 

http://en.wikipedia.org/wiki/Advanced_Encryption_Standard. 

[16]  “Mathworks Home Page,” [Online]. Available: http://www.mathworks.com/. 

[17]  National Institute of Standards and Technology, “Specification for the Advanced 

Encryption Standard (AES),” 2001. [Online]. Available: 

http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf. 

[18]  National Institute of Standards and Technology, “Data Encryption Standard (DES),” 

2001. [Online]. Available: http://csrc.nist.gov/publications/fips/fips197/fips46-3.pdf. 

[19]  V. Rijmen, “The block cipher Rijndael,” 2001. [Online]. Available: 

http://www.esat.kuleuven.ac.be/~rijmen/rijndael/. 

[20]  T. M. MATLAB, “The Language of Technical Computing,” 2001. [Online]. Available: 

http://www.mathworks.com/products/matlab. 

[21]  B. Schneier, Applied Cryptography, Addison-Wesley, 1996.  

[22]  J. Daemen, L. R. Knudsen, and V. Rijmen, “The Galois Field(2^8),” Dr. Dobb's 

Journal, October 1997. [Online]. Available: 

http://www.ddj.com/documents/s=936/ddj9710es1.htm. 

[23]  T. Mathworks, “Galois Field Computations,” MATLAB, Communications Toolbox, 

2001. [Online]. Available: 

http://www.mathworks.com/access/helpdesk/help/toolbox/comm/tutor3.shtml. 

[24]  J.-P. Deschamps, J. L. Imana and G. D. Sutter, Hardware Implementation of Finite-

Field Arithmetic, United States of America: McGraw Hill, 2009.  

[25]  Xin Cai, R Sun, J Liu, “An ultra-high speed AES processor method based on FPGA,” in 

IEEE International Conference on Intelligent Networking and Collaborative Systems, 

2013.  

[26]  A. R.-M. M Mozaffari-Kermani, “Concurrent Structure-Independant Fault Detection 

Schemes for the Advanced Encryption Standard,” in IEEE Transaction on Computers, 

2010.  

[27]  T. Ichikawa, T. Kasuya and M. Matsui, “Hardware evaluation of the AES finalists,” in 

Third Advanced Encryption Standard Candidate Conference (AES3), New York, USA, 

2000.  

[28]  A. Dandalis, V. K. Prasanna and J. D. Rolim, “A comparative study of performance of 



REFERENCES 

94 
 

AES final candidates using FPGAs,” in Crytpographic Hardware and Embedded 

Systems Workshop (CHES'00), Springer-Verlag, 2000.  

[29]  A. J. Elbirt, W. Yip, B. Chetwynd and C. Paar, “An FPGA-based performance 

evaluation of the AES block cipher candidate algorithm finalists,” IEEE Transaction on 

VLSI Systems, vol. 9(4), pp. 545-557, 2001.  

[30]  V. Fischer and M. Drutarovsky, “Two methods of Rijndael implementation in 

reconfigurable hardware,” in Cryptographic Hardware and Embedded Systems 

(CHES'01), Springer-Verlag, 2001.  

[31]  P. Chodowiec and K. Gaj, “Very Compact FPGAimplementation of the AES 

algorithm,” in 5th International Workshop on Cryptographic Hardware and Embedded 

Systems (CHES 2003), Cologne, Germany, Sept. 8-10, 2003.  

[32]  K. Eguro and V. Ramarathnam, “FPGAs for Trusted Cloud Computing,” in IEEE 

International Conference on Field_Programmable Logic and Applications, 2013.  

[33]  J. P. C. PAAR, UnderstandingCryptography : a textbook for students and practitioners, 

Heidelberg: 1st ed. Springer-Verlag, 2010.  

[34]  J. Goodman and A. P. Chandrakasan, “An energy-efficient reconfigurable public-key 

cryptography processor,” IEEE Journal on Solid-State Circuits, pp. 1808-1820, Nov. 

2001.  

[35]  C. Paar and J. Pelzl, Understanding cryptography : a textbook for students and 

practitioners, Heidelberg: Springer-Verlag, 2010.  

[36]  J. M. J. B. C. J. P. C. Kocher, “Differential power analysis. In Advance in 

Cryptography,” in 19th Annual International Cryptology Conference on Advances in 

Cryptology - CRYPTO '99, Santa Barbara, California, USA, 1999.  

[37]  S. Mangard, E. Oswald and T. Popp, Power Analysis Attacks: Revealing the Secrets of 

Smart Cards, New York: 1st ed. Springer-Verlag, 2007.  

[38]  H. Gilbert, “Key Recovery Attacks of Practical Complexity on AES-256 Variants with 

up to 10 Rounds,” in Advances in Cryptology-EUROCRYPT, Lecture Notes in 

Computer Science, Springer Verlag, 2010, pp. 299-319, 2010.  

[39]  D. Z. M. Q. J. S. Jiayin Li, “Security Protection on FPGA against Differential Power 

Analysis Attacks,” in In CSIIRW ACM 978-1-4503-0945-5 ISBN., Oak Rigde, USA , 

2011.  

[40]  Y. N. P. Hyesoon Kim Jos´e A. Joao Onur Mutlu, “Diverge-Merge Processor (DMP): 

Dynamic Predicated Execution of Complex Control-Flow Graphs Based on Frequently 

Executed Paths,” in The 39th Annual IEEE/ACM International Symposium on 



REFERENCES 

95 
 

Microarchitecture, 2006.  

[41]  E. Brier, C. Clavier and F. Olivier, “Correlation power analysis with a leakage model,” 

in Cryptographic Hardware and Embedded Systems, pages 16–29, 2004.  

[42]  C. Clavier, J. S. Coron and N. Dabbous, “Differentail Power Analysisin the presence of 

hardware countermeasures,” in Cryptographic Hardware and Embedded Systems pp 

252-263, 2000.  

[43]  S. Guilley, L. Sauvage, F. Flament, V. N. Vong, P. Hoogvorst and R. Pacalet, 

“Evaluation of power constant dual-rail logics countermeasures against DPA with 

design time security metrics,” in IEEE Transactions on Computers, 59(9):1250–1263, 

September 2010.  

[44]  A. Moradi, M. Taghi, M. Shalmani and M. Salmasizadeh, “Dual-rail transition logic: A 

logic style for counteracting power analysis attacks.,” in Computers and Electrical 

Engineering, 35(2):359–369, March 2009.  

[45]  J. S. Pan, B. L. Guo and A. Abraham, “Resistance DPA of RSA on smartcard,” in 

International Conference on Information Assurance and Security, pages 406-409, 2009.  

[46]  L. Goubin and J. Patarin, “DES and differential power analysis the "duplication" 

method,” in Cryptographic Hardware and Embedded Systems, pages 158-172, 1999.  

[47]  M. R. Guthaus, J. S. Ringenberg, D. Ernst, T. M. Austin, T. Mudge and R. B. Mibench, 

“A free, commercially representative embedded benchmark suite,” in IEEE 

International Workshop on Workload Characterization, 2001.  

[48]  J. Chen, M. Dubois and P. Stenstrom, “Simwattch: Integrating complete-system and 

user-level performance and power simulators,” in Micro, IEEE, 2007.  

[49]  K. J. Hyesoon, J. O. Mutlu and Y. N. Patt, “Diverge-Merge Processor (DMP): Dynamic 

Predicated Execution of Complex Control-Flow Graphs Based on Frequently Executed 

Paths,” in The 39th Annual IEEE/ACM International Symposium on Microarchitecture 

(MICRO'06), 2006.  

[50]  J. Daemen and V. Rijmen, “On the related-key attacks against AES,” Romanian 

Academic, Series A 13(4), pp. 395-400, 2012.  

[51]  V. Rijmen, “Threshold hardware implementations: provable security against side-

channel attacks,” in Romanian Cryptology Days 2013, Bucharest, RO, 2013.  

[52]  B. Weeks, M. Bean, T. Rozylowicz and C. Ficke, “Hardware performance simulations 

of Round 2 Advanced Encryption Standard algorithms,” in Third Advanced Encryption 

Standard Candidate Conference (AES3), New York, USA, 2000.  



REFERENCES 

96 
 

[53]  K. Gaj and P. Chodoweic, “FPGA and ASIC Implementations of AES,” U.S.A., 2008. 

[54]  M. Mentens, L. Batina, B. Preneel and I. Verbauwhede, “A systematic evaluation of 

compact hardware implementations for the Rijndael S-box,” in (CT-RSA'05), volume 

3376 of LCNS, 2005.  

[55]  D.Canright, “A very compact Rijndael S-Box,” NPS-MA-05001, 2005. 

[56]  D. Canright, “A very compact S-box for AES,” in In J. R. Rao and B. Sunar, editors, 

International Workshop on Cryptographic Hardware and Embedded Systems 

(CHES'05), 2005.  

[57]  A. Satoh, S. Morioka, K. Takamo and S. Munetoh, “A compact Rijndael hardware 

architecture with S-Box optimization,” in Theory and Application of Cryptology and 

Information Security (ASIACRYPT'01), volume 2248 of LCNS, 2001.  

[58]  J. Daemen and V. Rijmen, “The design of Rijndael: AES - The Advanced Encryption 

Standard,” 2002.  

[59]  V. Fischer, M. Drutarovsky, P. Chodowiec and F. Gramain, “InvMixColumn 

decomposition and multilevel resource sharing in Rijndael implementation,” IEEE 

Transactions on VLSI System, pp. 13(8):989-992, 2005.  

[60]  V. Rijmen, “Cryptanalysis of Advanced Encryption Standard,” in Summer School on 

Design and Security of Cryptographic Functions, Algorithms and Devices, Albena, BG, 

2013.  

[61]  N. Lesperance, Verification of Cryptographic Hardware and Software Implementation, 

CS 290G, 2012.  

[62]  K. Tiri and I. Verbauwhede, “A VLSI design flow for secure side chanel attack resistant 

ICs,” in Design Automation and Test in Europe (DATE 2005), 2005.  

[63]  K. Tiri and I. Verbauwhede, “A logic level design methodology for a secure DPA 

resistant ASIC or FPGA implementation,” in Design Automation and Test in Europe 

(DATE 2004), 2004.  

[64]  A. Moradi, “Side-Channel Leakage through Static Power”. 

  

 

 



LIST OF PUBLICATIONS 

97 
 

LIST OF PUBLICATIONS 

 

1. JAGANATH PRASAD MOHANTY, KAMALAKANTA MAHAPATRA, “SECURITY PARADIGM OF 

FPGA AGAINST DIFFERENTIAL POWER ANALYSIS ATTACKS “,IN IEEE MUMBAI SECTION, 

INDICON 2013, 13-15 DEC 2013, IIT BOMBAY 

2.  JAGANATH PRASAD MOHANTY, KAMALAKANTA MAHAPATRA, “ FPGA FOR RELIANCE ON 

CLOUD COMPUTING” , ICEEDC KOLKATA 2013, ITRESEARCH 15 FEB 2013 

KOLKATA 

 

 

 

 

 

 

 

 



APPENDICES 

98 
 

 

APPENDICES 

The standard design constraint used in ASIC implementation is shown in this section 

Standard Design Constraints 

 #Environment 

 set_operating_conditions NCCOM  -lib tcbn65gplustc 

 #set_auto_wire_load_selection false 

 set_wire_load_mode top 

 set_wire_load_model -name TSMC64K_Lowk_Aggresive 

 #Clocks 

 create_clock [get_ports {clk}] -period 125 

 set_clock_latency  1.5 -rise [get_clocks clk] 

 #Inputs 

 set_input_delay 30  -clock clk  { state} 

 set_input_delay 30  -clock clk  { key} 

 #Outputs 

 set_output_delay 50 -max -clock clk -add_delay {out} 

 set_load -pin_load 2 {out} 

 #Fanout 

 set_max_fanout 25 aes_128 

 #Transition 

 set_max_transition 1 aes_128 

 #Area 

 set_max_area 0 

 


